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Foreword by Dr. John Rutledge

The digital revolution has positively transformed our lives, but it has also 
created a number of new policy issues that individuals and their governments must 
address. For instance, faster and more efficient communication saves an enormous 
amount of time and money and increases our productivity and incomes, but it 
also creates new privacy and security issues. E-mail, which is now indispensable to 
business, dramatically facilitates communication but also creates spam. Downloading 
music is a wonderful convenience, but now musicians are having trouble getting 
paid for work that can be freely copied. These are some of the pressing issues that 
Sonia Arrison addresses in the columns found in this book. She also tackles problems 
that result when old policies don’t keep up with technological realities.
	 Telecommunications laws, for example, strangle growth in broadband 
deployment. Old, entrenched corporate and bureaucratic interests work against the 
rollout of online video services. City governments still attempt to push the private 
sector out of the WiFi market. And now a coalition of interventionists wants to 
experiment with price controls for Internet services.
	 In this collection of columns, PRI’s Arrison addresses these issues head on 
and suggests practical solutions for a brighter future. Located near Silicon Valley, 
Arrison combines her knowledge of Silicon Valley’s digerati with sensible free-
market policies. She is among the top thinkers on technology today and a gifted 
communicator. People who want to understand the impact of technology on the 
alliance will enjoy this book very much.



�//digital dialogue

part one 

>>>>>



�

Future Tech 
and C apitalism       

>>>>>



4//digital dialogue

Future Tech 
and Capitalism

>>>>>

Silicon Valley entrepreneurs, libertarians, and fans 
of Star Trek all have one thing in common: they embrace American ideals 
of progress and innovation with great optimism. With nanotechnology on the 
verge of delivering revolutionary breakthroughs in science and medicine, and 
with maverick scientists exploring alternative energy sources, such optimism 
is justified. However, progress is threatened by a fleet of villains more 
insidious than the Queen Borg, reactionaries who want to choke innovation 
with bureaucratic rules and meddlesome regulations. Unless the tech industry 
counters these villains by championing capitalism, defending property rights, 
and encouraging freedom, the industry will fall short of its lofty vision.

Capitalism is the basis for economic growth and technological progress. Even 
in the digital economy of the multiplayer online video game “Second Life,” in 
which players buy and sell their wares using a currency called the Linden dollar, 
property rights foster creativity and production. An equally important stimulant 
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of progress is freedom. The economic freedom that Silicon Valley entrepreneurs 
enjoy gives them the flexibility to innovate. Even so, there are always some who 
would stand in the way.

Government officials in the United States Patent and Trademark Office have 
held back progress by denying patents to researchers studying cold fusion, a 
process that could generate cheap, clean energy. Worse, regulators have considered 
saddling the nanotechnology industry with rules that would stifle innovation, 
depriving consumers of the products of cutting-edge nanotechnology, such as 
stronger metals and better medicines.

In order to avoid the pitfalls of overregulation, lawmakers should embrace 
two overlapping sets of principles, those of America’s Founding Fathers and those 
of Valley entrepreneurs (Trekkers included). By championing “life, liberty and the 
pursuit of happiness” and adopting the forward-looking philosophy of Captain 
Kirk, they could help propel the technology industry toward new frontiers. 
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American Trekking Seeks 
Better Place for All

< August 9, 2004 >

Last weekend, hundreds of die-hard fans gathered at the Star 
Trek convention in Las Vegas to see the stars and mingle with other sci-fi minded 
folks. Costumes and attitudes aptly demonstrated their commitment to the Star Trek 
philosophy, which has many similarities to American ideals.
	 When asked to explain the key aspects of the Star Trek philosophy, a man who 
could easily pass for Deep Space Nine’s Captain Sisko told me, “Star Trek is about hope 
— it’s about hope for the future.” Perhaps this is not a surprising comment, given 
that the show is based on overcoming challenges in space, but it’s also a reflection 
of the American character. 
	 Compared with other countries, our history is short. This tends to produce a culture 
that looks to the future, not the past, to define itself. America was founded by people 
who were explorers or simply looking for a new start in a new land. Star Trek also looks 
to the future, of course, going boldly where no one has gone before. 

‘prime directive’ 
The culture that explorers brought to America is reflected in the nation’s mantra 
of “life, liberty and the pursuit of happiness.” That freedom to define one’s way 
of life, so long as it doesn’t harm others, is also central to much of Star Trek’s 
moral message. 
	 For example, consider the “prime directive,” which says that the Federation is 
not to interfere with alien cultures. For the most part, the Star Trek crew tries to abide 
by the prime directive of cultural freedom, but there’s been many an episode where 
the ideal of individual liberty required their interference. 
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	 Consider, for instance, “The Apple,” in which the Enterprise discovers a planet 
whose people are living in what appears to be paradise. But it only lasts so long 
as they serve their god, Vaal, with blind obedience. Spock defends the society in 
a somewhat relativist way, but Kirk and Bones recoil. They work to destroy the 
controlling Vaal, and after succeeding, Kirk says, “That’s what we call freedom. 
You’ll like it a lot.” Some people might interpret the Iraq war through the same 
type of lens. 
	 On the one hand, there’s the argument that America the superpower should just 
leave other nations to do what they will with their people. On the other hand, it 
seems horrific to sit idly by and watch as millions of men, women, and children are 
terrified and slaughtered by their leaders. 

founding on ideas 
If debating the Iraq war were an episode on “The Original Series,” one might ex-
pect Spock to say that the Federation should simply close off America to Middle 
Easterners, given that they now pose a threat to security. Kirk and Bones would 
object and note that cocooning America and leaving Iraq as it is would harm the 
freedoms of both peoples. 
	 Unlike other countries that came together out of ethnicity or historical accident, 
America was a country founded on ideas, a key one being that all humans are cre-
ated equal. This belief is reflected in Star Trek through scripts that tell the audience 
that differences among species should be tolerated, as everyone has an equal right 
to exist. This idea was apparent at the Las Vegas convention, where tolerance of all 
things strange was prevalent. 
	 Attendees dressed up as Warf, Data, the Borg, Q, Seven of Nine, Captain Kirk, 
Scotty, Councilor Troy, and others. Many of them were in full character, and they 
interacted with one another as their characters did on the show. For instance, when 
I asked one particular Ferengi how his Latinum stockpile was coming along, he told 
me he didn’t discuss “such matters with females.”
	 He was, of course, referring to Ferengi rule number 94, which says that “females 
and finances don’t mix.” In the “live and let live” spirit of the event, I couldn’t help 
but smile. In the welcome message to the Star Trek convention, the organizers asked 
attendees to “imagine if the world was taught the Star Trek philosophy how much 
better off we’d all be.” It’s hard to disagree. 
	 If the world were filled with forward-looking people who embrace liberty and 
individual difference with a creative flare, it would indeed be a much better place. 
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“Second Life” Lessons from a 
Virtual World

< November 12, 2004 >

Someday, someone might write a book called Everything I Needed To 
Know About Economics, I Learned in My ‘Second Life.’ That’s because the multiplayer online 
gaming space “Second Life” (SL) provides, along with fun, valuable lessons about 
economics and human behavior.
	 Created by the San Francisco-based company Linden Lab, SL is an online digital world 
where real people interact with each other through image representations called avatars. 
Everyone who joins is given an avatar whose appearance they can alter as they wish. 
	 The reasons for participating in this rich 3D world are about as varied as the 
people who join. Some are looking for adventure, others for an alternate experience 
or perhaps an escape from what is sometimes called the “earth world.” 

virtual currency 
Avatars can build and sell things, such as clothing or airplanes, and these transac-
tions can be paid for with the game’s currency, dubbed the Linden dollar (LD). The 
fascinating thing about the LD is that at sites such as The Gaming Open Market, it 
trades against the U.S. dollar, making economic activity in the digital space directly 
connected to the earth-based economy.
	 For those not involved in the gaming world, it might be surprising to discover 
that digital world currency trading is rapidly growing.
	 According to Cory Ondrejka, Linden Lab’s VP of product development, “In the 
first quarter of 2004 alone, eBay users sold more than $5.85 million worth of digital 
world currency, objects, and accounts. This nine-percent, year-on-year increase is 
all the more impressive, as eBay captures neither the Korean market nor EverQuest 
sales.” And with the growth of this digital economy, one can see economic truths 
hold in both digital and earth worlds. 
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earth economy 
First, intellectual property is an extremely important driver of creativity and economic 
activity. As Ondrejka told participants last weekend at the Accelerating Change confer-
ence at Stanford University, people own all the things they make in SL.
	 This ownership matters not only from a profit-making point of view, but also 
from a reputation or acknowledgement standpoint. That is, even if people do not 
immediately get cash for their creations, the acknowledgement they get when own-
ership is assigned motivates them to take great care with their projects.
	 When asked about open source methods of creation, where multiple authors 
contribute to a work that is often distributed for free, Ondrejka explained that, in 
his experience, it is “not good for art or games.” Indeed, anyone swayed by earth-
economy idealists that intellectual property doesn’t matter should heed examples 
from the digital world.
	 In games like SL, where people can reap the benefits of their labor, huge amounts 
of fascinating items and services are produced. Strolling around SL, one is taken 
aback by the abundance of art work and creativity, including avatar clothing shops, 
hip dance clubs, and wild-west towns. 

more than money 
Utopians might lament that economics is a significant motivator, even in the digi-
tal world, but what they should learn from this demonstration is that value, not 
money, ultimately matters. The physical components of a hundred-dollar bill, for 
example, are not worth one hundred dollars. The real worth lies in the value that 
one can get from trading the bill.
	 When I buy a leather outfit from an SL designer for $80 LD, that $80 LD is an 
expression of the value of the outfit to me, not the objective value of the piece of 
digital code. People seek to carry out commerce in a world where the characters 
don’t need food or shelter or any of the basic physical needs, and that says some-
thing about human nature.
	 Trading goods and services maximizes time and utility, allowing individuals to 
obtain their goals and increase their happiness. When gaming communities try to 
stop commerce, as some have done, a black market forms and trading continues. 
Ultimately, people always follow their self interest.
	 A digital economy teaches that intellectual property matters, that value comes 
from perceived worth, and that commerce is a tool for humans to obtain happiness. 
Capitalism, an economic system based on private property, voluntary exchange, and 
individual choices, matters a great deal, even in one’s “Second Life.” 
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The Big Science Chill

< January 7, 2005 >

Many people think of scientific disciplines, such as chem-
istry or physics, as purely fact-based endeavors, not concerned with the fuzzy field  
of politics. That’s rarely the case because when humans are involved, things often  
get messy.
	 A perfect example is the question of cold fusion. Back in 1989, scientists Stan-
ley Pons and Martin Fleischmann announced they had discovered cold fusion, or 
nuclear energy that could be released at room temperature and would produce 
clean, cheap energy. A media frenzy followed, but excitement over the announce-
ment quickly dissipated when others had trouble replicating their results.
	 Whether or not cold fusion will eventually work on a consistent basis is still up 
in the air. But the political fallout from the Pons and Fleischmann announcement was 
so bad that it almost completely wiped out research in an extremely important field. 
Because of this announcement, and the subsequent failure to reproduce results, cold-
fusion research became stigmatized and regarded by many scientists as a hoax. 

what happened to persistence? 
In 1999, Time magazine called cold fusion one of the one hundred worst ideas of 
the century, and others ridiculed it as nothing more than an Elvis sighting. But 
not everyone agrees. Scientists such as SRI International’s Michael McKubre and 
Peter Hagelstein, who designed the X-ray laser that was to be a part of President 
Reagan’s “Star Wars” anti-ballistic missile system, are betting cold fusion can 
work. And governments around the world are putting money into research. 
	 Given that there are smart, competent people on both sides of the debate, one 
might wonder what happened to the American attitude of accepting past failures 
and trying to build on them. In this respect, the scientific community could learn 
a lot from Silicon Valley. 
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	 When smart, well-regarded people in California’s tech mecca fail, they pick up 
the pieces and the community pats them on the back for taking a risk in the name 
of progress. Heck, some entrepreneurs even take a different stab at the same idea 
with the hope that they’ll be able to do it better. So why does the pure science com-
munity play by different rules? 

slaves to data 
Perhaps it’s because there’s a public perception that scientifically derived data cannot 
be subject to interpretation, and that skews behavior. Or, as some researchers have 
suggested, maybe it’s because the scientific community acts under a paternalistic type 
of data-releasing regime that says results should not be announced to the impression-
able public until they are sanctioned by the top dogs of the group.
	 This scientific McCarthyism has a chilling effect on research and could be hold-
ing America back from major scientific breakthroughs. If we could figure out cold 
fusion, we’d have a clean, cheap energy source that would last for an incredibly 
long time. And that would mean less reliance on oil exporting countries, as well as a 
cleaner environment and a better standard of living. So even if some experts say it’s 
a long shot, isn’t it worth working towards?
	 Yet the U.S. Department of Energy continues to tiptoe around the issue, and 
the U.S. Patent and Trademark Office refuses to grant a patent on any invention 
claiming cold fusion. That’s almost a categorical denial of any research money for 
this important field. Further, getting an article on cold fusion published in any 
scientific journal is almost impossible. The scientific community is starting to look 
pretty regressive and reactionary. 

saving good ideas 
“We have always been open to proposals that have scientific merit as determined by 
peer review,” said the Energy Department’s James Decker. But what happens when 
the peers in question might lose their hot fission research money if cold fusion 
were possible? Or consider the comments of an embittered Fleischmann to a Wired 
reporter in 1998: “What you have to ask yourself is who wants this discovery? Do 
you imagine the seven sisters [the world’s top oil companies] want it? ... And do 
you really think that the Department of Defense wants electrochemists producing 
nuclear reactions in test tubes?”
	 The answer is that Americans want a clean, cheap, and abundant energy source 
if they can get it. And they certainly don’t want some other country, potentially one 
with terrorists, to figure it out first.
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	 Bureaucracy in both the private and public sectors can kill good ideas. America 
needs a return to the days when renaissance men and women populated the field of 
scientific discovery. If the cold fusion issue is indicative of where scientific inquiry 
is today, creativity and thinking outside the bureaucratic box appear to be sorely 
needed. Our world depends on it.
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Is Silicon Valley Libertarian?

< May 20, 2005 >

Last weekend, hundreds of libertarians and conserva-
tives descended upon Las Vegas to discuss and celebrate freedom. One topic that 
drew a great deal of interest was the question of whether innovators and entrepre-
neurs in Silicon Valley are really as libertarian as everyone thinks.
	 Back in 2001, tech author Pauline Borsook penned Cyberselfish: A Critical Romp 
through the Terribly Libertarian Culture of High Tech. As the name implies, Borsook didn’t 
like what she saw as the selfish libertarian culture in the Valley. But while some of 
her discoveries may have been accurate, the premise that the problem comes from 
libertarian ideas misses the mark. 

screaming freedom 
Libertarianism, as a political philosophy, can be described as a belief in both economic 
and social freedom. That is, like conservatives, libertarians believe that government 
involvement in the economic transactions of society should be minimal. However, they 
also believe, like liberals, that a person’s social life should be free of interference.
	 To put it in issue terms, most libertarians think American businesses are 
over-taxed and over-regulated and they also don’t think government should 
paternalistically decide issues of abortion or gay marriage. Of course, some Valley 
Democrats support higher taxes and many Republicans are pro-life, providing the 
first clue that the Valley isn’t exactly libertarian. But there is something about the 
area that screams freedom.
	 The libertarian ideology is forward-looking and assumes the goal of humanity 
is progress. That’s where there’s much in common between Silicon Valley types and 
hard-core libertarians. Silicon Valley is, after all, all about the future. Future gadgets, 
biotech cures, and even space travel are common themes around the lunch table in 
places like Palo Alto and Menlo Park. 
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	 Silicon Valley’s most well-known libertarians include Cypress Semiconductor 
CEO TJ Rodgers, Sun Microsystems President Scott McNealy, Paypal co-founder Pe-
ter Thiel, tech activist John Gilmore, Craigslist founder Craig Newmark, and Tribe.
net’s Mark Pincus, to name a few. 

dynamists and stasists 
Yet while these folks might all be lumped in the same category by outsiders and the press, 
there’s a good deal of diversity among them when it comes to specific public-policy is-
sues. For instance, while John Gilmore is fighting hard for the right to board a plane with-
out having to show identification, Scott McNealy supports the idea of a national ID card. 
	 This diversity on important issues of freedom leads one to conclude that perhaps a 
better way to look at Silicon Valley is through the lens provided in The Future and Its Enemies. 
Author Virginia Postrel distinguishes between two types of actors: stasists and dynamists. 
	 Stasists seek to control most aspects of the world and believe that knowledge can 
be easily articulated and shared; these are the technocrats, reactionaries, and central 
planners. Dynamists, on the other hand, want to limit rules to general frameworks 
and believe that knowledge is often dispersed and tacit. These are the folks who 
believe in individual freedom, trial and error, and diversity. 

willing to fight 
The Valley is full of dynamists. Their world is about moving ahead, disruptive tech-
nologies, and the freedom to innovate. Consider the issue of intellectual property. 
	 Much of Silicon Valley supports the idea of less restrictive laws on copyrights 
and patents, even though that could mean a loosening of a commitment to property 
rights, a necessary part of a capitalist and libertarian world. Valley denizens regard 
Hollywood, which seeks stricter intellectual property laws, as slow, reactionary, and 
lacking in creativity.
	 On the issue of outsourcing, the Valley perspective matches up well with the 
libertarian goal of free trade. But one gets the sense that this stems from the fact that 
outsourcing can help push innovation, not that Valley movers and shakers think it is 
good to have freedom in and of itself.
	 Valley folks care very much about the freedom to change and grow, but unfor-
tunately they don’t often think deeply about the idea of freedom in general. This is 
further proof that the Valley isn’t libertarian in the way most think. And this could 
lead to problems in the longer term. If one uses freedom, but doesn’t put effort into 
defending it, it can quickly disappear. 
	 Next year, it would be nice to see more Silicon Valley entrepreneurs at the Freedom Fest. 
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Nanotechnology Needs  
Nano-Scale Regulation

< January 13, 2006 >

Nanotechnology, the manipulation of matter at the molecular 
level, can create better materials, such as stronger metals and better paints. It also 
opens the door for self-replicating devices and particles so small that they may enter 
the bloodstream to help cure disease. This revolution, like any new technology, can 
be deployed for beneficial or nefarious purposes.
 
risks and benefits 
In a report released this week, environmental policy analyst J. Clarence Davies 
argued for greater regulation of nanotechnology. America’s current laws, he says, 
“either suffer from major shortcomings of legal authority, or from a gross lack of 
resources, or both.” The problem, according to Davies, is that current laws “provide 
a very weak basis for identifying and protecting the public from potential risk, 
especially as nanotechnologies become more complex in structure and function 
and the applications become more diverse.”
	 Of course, Davies also admits that “we know little about possible adverse effects 
of nanotechnology.” That’s partly because of the nascent status of the technology 
and perhaps also because the risks aren’t that high. Even government officials seemed 
surprised at the suggestion of new regulations.
	 Clayton Teague, director of the National Nanotechnology Coordination 
Office, told the Associated Press that “until we have information that there are 
truly inadequacies in existing regulations, any additional regulations beyond 
what we already have would be burdensome to industry and the advancement of 
the field.” 
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	 It’s encouraging to see national policy makers taking such a reasonable stand. 
Perhaps that’s because they know that advances in nanotechnology will bring greater 
economic opportunities and tax dollars.
	 Indeed, it has been estimated that by 2015, the global marketplace for products 
that use the technology will reach $1 trillion and employ two million workers. The 
technology is so promising that the state of California recently released a report 
brainstorming how to create a successful Nano-Valley, similar to Silicon Valley, 
which didn’t face regulatory threats in its infancy. 

workable rules 
For his part, Davies argues that current levels of government oversight could create 
distrust and lead to a “public rejection of the technology.” While government rules 
sometimes have a legitimizing effect, that’s a poor reason to support them. Over-
regulation comes with serious dangers too.
	 Not only can too many regulations strangle innovation in the cradle, but 
over-regulation can ironically cause under-regulation, leading to safety hazards. 
In “Forward to the Future,” a Pacific Research Institute report, Law Professor and 
celebrity blogger Glenn Reynolds discusses this problem.
	 “When statutes require especially stringent regulations, administrators will 
tend not to issue regulations at all. Extraordinarily strict rules on workplace 
toxins, for example, have led to a failure by the Occupational Safety and Health 
Administration (OSHA) to address all but a tiny minority of chemicals believed 
to be toxic.“ And of course, government rules tend to discourage the creation of 
private-sector solutions. 

light regulation 
The scientific community is well aware of the potential dangers with nano-scale 
particles. The public will be glad to know that the discussion over proper methods 
is thriving and developing in tandem with the technology. In addition, concerned 
groups such as the Foresight Institute in California have released guidelines for self-
regulation modeled on the extensive experience in biotechnology where there has 
been great technical progress and little danger to public safety.
	 Nanotechnology holds much promise for advances in a number of areas such 
as material science and medicine, but the nascent industry faces threats from those 
who believe government should solve problems before they occur. Nanotech 
scientists must be free to develop their products, as well as the rules that govern 
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their development, in order to reap the rewards and protect society from potential 
pitfalls. The best approach is the light regulation that already exists, combined with 
a strong scientific culture of self-regulation.
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Open Source
and A ntitr     u st

>>>>>



Open Source and 
Antitrust

>>>>>

Success in the technology industry requires a keen understanding 
of consumer needs, as well as a flexible and rapid response to fluctuations in 
the marketplace. Despite the tough treatment industry leaders receive from 
competitors and critics in the media, few are more eager to bring down America’s 
successful companies than aggressive foreign bureaucrats and activists in the 
open-source community. 

Citing antitrust laws, officials in the European Union (EU) have selectively 
shackled American technology companies with coercive regulations, hefty fines, 
and drawn-out legal proceedings. In their attempts to prop up local companies 
and promote “competition,” the EU has tied up U.S. entrepreneurs in unwarranted 
red tape. By forcing software companies to share their proprietary technology 
with rivals and by attempting to set industry standards, these regulators have 
eroded property rights and left consumers with products of little value. With 
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Open Source Meets Capitalism

< April 8, 2005 >

At the Open Source Business Conference in San Francisco this 
week, technology entrepreneurs gathered to discuss “open source capitalism.” This 
conference theme demonstrates how the open source (OS) community is beginning 
to replace its corporate-hating mindset with a profit-loving meme, aiming to create 
jobs and value. 
	 Open source software (OSS) products are usually free of charge and created 
and altered by many different individuals. The Firefox browser, which can be used 
instead of Microsoft’s Internet Explorer, is an example of an open source product. 
But while OS is open and available for all to see, there’s money to be made through 
service and support packages, as well as through some OS licenses that allow com-
plimentary propriety products to be created and sold.

profit motive
With well-established firms like Sun Microsystems, Microsoft, Novell, Oracle, Intel, 
and Dell sponsoring the event, it was perhaps not surprising that the number of 
suited participants equaled or outnumbered those sporting jeans and tattoos.
	 A movement that began with computer programmer Richard Stallman’s ideol-
ogy of socialized software is growing up and taking the competitive—and profit 
enhancing—advantages of OS seriously. Indeed, even Microsoft, long resistant 
to the idea of OS, dispatched a representative to outline the lessons that can be 
drawn from OSS.
	 Jason Matusow, director of Microsoft’s Shared Source initiatives, said that key 
benefits of OS are increased community involvement and trust. According to Matu-
sow, most product groups at Microsoft now have the opportunity to decide if the 
code they produce will be OS or proprietary, with the core bit often being propri-
etary and the rest of it OS. But even while the profit motive burns through the OS 
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community, there are still some that cling to notions associated with OS-thought 
version 1.0.

control issues
SpikeSource CEO Kim Polese argued that one of the great things about OS is that no 
one owns it, a throwback to Stallman’s free software message. But as the movement 
has matured, it’s become clearer that even if there is no property title to a piece 
of code, there are still rules that control its use, and ultimately ownership is about 
control. In a debate sponsored by the Federalist Society in Silicon Valley last week, 
Washington University Law Professor Scott Kieff made this point well.
	 Keiff argued that OS property actually does exist in the form of things like fame, 
which are more inflexible and less transferable than regular property, making every-
one worse off. His example was Linus Torvalds and his gang, which he compared to 
crony capitalists—those who get to make key decisions because they hang with the 
right social group.
	 Stanford Law Professor Larry Lessig, who debated Keiff and also spoke at the 
Open Source Business Conference, expressed worry about property rights going too 
far and said that he believes the OS community needs to fight on a political level 
to stay healthy. “To the extent that you succeed, other people fail,” he warned the 
audience. But software development isn’t a zero-sum game and bringing Congress 
into the mix is a dangerous idea that most developers instinctively resist.

political haze
The OS community is evolving in a positive way, and the best thing governments 
can do is relax and let the marketplace shape the future. When governments try to 
guess what path is best for technology development, they usually botch the job. 
That’s because politics invariably gets in the way of clear thinking. Take, for ex-
ample, the move by some governments to mandate the use of OSS instead of propri-
etary systems in government offices.
	 Bureaucracies certainly have the choice of what type of software products to use. 
But when the decision is based on politics rather than the actual requirements of a 
particular government agency, efficiency and cost questions are certain to follow.
	 The Open Source Business Conference was a fascinating two-day event, bringing 
capitalists into a realm once dominated by socialist thinking. The call for government 
intervention in such a dynamic marketplace is misguided and should be ignored. 
Innovation and economic growth must be allowed to flourish.
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Microsoft’s European Hearing 
and America’s Future

< April 28, 2006 >

The European Court of First Instance (CFI) buzzed with energy 
this week as Microsoft and the European Commission (EC) squared off over a damag-
ing 2004 ruling that, along with a fine of 497 million euros ($613 million), creates 
a new Microsoft product and exposes the company’s valuable intellectual property. 
The circus-like hearing holds wide-ranging implications for American businesses.
	 On the first day, news crews and a gaggle of reporters showed up to watch the 
attorneys, some in horsehair wigs, discuss whether or not Microsoft abused its mar-
ket power in the media-player market. Although Microsoft demonstrated that other 
media players exist and many consumers are using them, the EC continued to insist 
that Microsoft needed to be reined in.
	 The remedy that the EC concocted ordered the removal of 200 files from Win-
dows, and created a new product called Windows XPN. In addition to naming the 
product and deciding which files to remove, the EC also determined the size and 
font of the packaging. But consumers have not embraced this foray into software 
production by European bureaucrats. 

success can be dangerous 
Since the EC’s order, Microsoft sold 35 million units of regular Windows, but only 
1,787 copies of Windows without Media Player (Windows XPN). Of those 1,787 cop-
ies that were sent to retail shops, no one knows if any consumers have even purchased 
a copy, and zero Original Equipment Manufacturers have installed it. That’s a huge 
failure on the EC’s part and a clear signal to the judges at the CFI to reverse the ruling.
	 It’s unclear how many American tech executives are watching this case, but the ones 
who are can’t be happy. That’s because control and ownership of intellectual property 
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are key elements for a successful tech business. The message that the EU regulators sent 
to technology companies with their 2004 ruling seems to be that success is dangerous.
	 The EC not only forced Microsoft to remove operating system files but also told 
the company to share with rivals its IP for key server software. The reasoning from 
the bureaucrats seems convincing at first blush.
	 The idea is that servers made by companies such as Sun Microsystems and 
IBM have trouble “interoperating” with Microsoft servers. Since they have trouble 
communicating, the theory goes, Microsoft should provide the language so all 
the servers can easily talk. That’s not an accurate representation of the issue and 
completely ignores the fact that third-party products to facilitate server discussion 
already exist. Indeed, as CompTIA antitrust counsel Lars Liebeler pointed out, most 
of the complaining companies brag in marketing materials that their servers can 
interoperate with Microsoft. So what is really going on? 

attack of the clones 
As Microsoft’s attorneys and other American representatives told CFI, the intellectual 
property in question does not act like a language, but rather like DNA. That would give 
Microsoft’s rivals the ability not to talk with them, but to clone them—a dangerous 
development that should be avoided. As Jim Prendergast of Americans for Technology 
Leadership noted, “This portion of the remedy should be titled ‘attack of the clones.’”
	 Then there’s the argument that sharing Microsoft’s communication protocols 
would spur innovation. To this, Microsoft attorney Ian Forrester responded that 
“opening up the vaults of a bank will spur economic activity.” He’s right that it 
would, but it would also discourage anyone from putting their money there. In the 
same vein, exposing Microsoft’s intellectual property will harm investment in that 
area. However, the case doesn’t just affect Microsoft.
	 If Eurocrats can force Microsoft to give up significant chunks of its valuable IP, 
there’s no stopping them from doing likewise to other successful American com-
panies. The next target may be Apple Computer, which recently got in a spat with 
French legislators when they passed a bill to force the sharing of iTunes code. And 
the problems don’t end in Europe.
	 Korea, for instance, has already siced its competition police on Qualcomm, 
Microsoft, and Intel, and China is starting to re-examine its antitrust laws. What many 
countries are calling “competition policy” is starting to look a lot like anti-Americanism 
that specifically targets successful U.S. companies. If so, that is a disastrous outcome 
that doesn’t bode well for the future. America’s tech community and political leaders 
should sit up and take notice of these developments before it is too late. 
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Raining on Adobe’s PDF Party

< June 2, 2006 >

In an unfortunate turn of events, Adobe has threatened an antitrust 
lawsuit against Microsoft in Europe. That two American companies may have their 
fate decided by European bureaucrats is bad enough, but the underlying assumptions 
make it even worse.
	 The dispute centers on two issues. First, Microsoft announced that it was adding 
a “save as PDF” option to its Office 2007 offering, but Adobe doesn’t want that to 
happen. If Microsoft does offer the functionality, Adobe has demanded that it be a 
separate download for which Microsoft charges its customers. 

a sticky position 
Adobe’s insistence that Microsoft inconvenience and gouge its customers is odd giv-
en that PDF is billed as an “open standard” and, according to Adobe’s own Web site, 
1,800 vendors including Apple and Sun Microsystems offer the PDF functionality at 
no cost. One could view Adobe’s actions in this case as a plan to force Microsoft into 
acting like a monopolist that is unresponsive and expensive. That’s a sticky position 
for Adobe if it plans to argue that Microsoft is a monopoly.
	 Second, Microsoft created a new fixed-format document technology called XPS 
that can work on any computing platform and be licensed for no charge. Adobe, 
probably feeling that XPS was competition for its near-monopolistic PDF document 
standard, demanded that Microsoft remove support for XPS from Office 2007 and 
operating system Windows Vista. Oh yes, and Adobe wanted Microsoft to charge 
for that new functionality as well.
	 What is going on when one company seriously demands that its competitor raise 
prices and inconvenience customers? The answer is bad policies that tempt competitors to 
intrude government choices in the place of consumer choices. It is truly incredible to see 
how previous bad government decisions have distorted executive outlooks so that it’s now 
possible to argue that offering consumers more innovation at a good price is a crime.
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	 Of course, most Americans will scoff at Adobe’s demands, which is precisely 
why Adobe is looking to Europe. As anyone who has been watching the European 
Commission’s (EC) implementation of “competition policy” knows, the EC likes 
getting involved to help companies sock it to stronger competitors. The problem 
is this also hurts consumers and economic growth in the long run. That leaves the 
question of exactly how strong Microsoft is, anyway. 

fair competition 
One of the reasons Microsoft doesn’t act like a monopolist is that it isn’t. While the 
company holds significant market power, Microsoft still faces serious competition 
on a number of fronts.
	 The most recent threat is from Google, which just released a free Web-based 
word processor and spreadsheet to compete with Microsoft’s Word and Excel.
	 “Microsoft’s market power comes from their installed base, and that’s where 
they could be vulnerable through their own mistakes and the competitive pressure 
from Google,” said Michael Kim, partner at Rustic Canyon Partners. He’s right, and 
the fact that Microsoft has traditionally done so well on the desktop rather than on 
the Web may pose problems for the company.
	 “It might be hard for Microsoft to change because, as with most big companies, 
there’s incentives to keep pumping money into the well-established products which 
also continually need to be backwards-compatible,” said Aydin Senkut, president 
of Felicis Ventures.
	 Clearly, Silicon Valley leaders don’t expect Microsoft to rule the consumer desk-
top forever. That is one more sign that regulators should back off and let the mar-
ketplace find the best solutions to computing issues. 

don’t litigate, innovate 
Beating up on Microsoft just because it’s big is not acceptable, but it appears that’s 
what Adobe is hoping European regulators will do. What Adobe should realize is 
that innovating rather than litigating would take it a lot farther.
	 In an early reaction to Microsoft’s implementation of the PDF standard, Adobe 
Vice President Eugene Lee said that Adobe is “pleased that Microsoft finally ‘gets it,’ 
and we welcome them to the PDF party.” Microsoft has since been uninvited from 
the festivities, but it doesn’t have to be that way.
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Digital Battleground: From 
Congress to the Marketplace

< July 2, 2004 >

The battle between Hollywood and Silicon Valley over copy-
right issues heated up recently as two bills in Congress generated attention. Each 
side has a point, but consumers would be better off if the battleground were the 
marketplace, not the political stage. 
	 How to protect intellectual property in a digital age is a question many are trying 
to answer. Technology makes music and movies increasingly easy to copy and transfer, 
yet somehow artists and those who help produce the works must be compensated. 
	 One way that content producers hoped to ensure they’d be paid is through 
making it illegal for consumers to break copy-protection programs—known as 
digital rights management (DRM)—and such a provision was written into a law 
called the Digital Millennium Copyright Act (DMCA). 
	 The problem, however, is that sometimes the consumer has a legitimate reason 
to circumvent DRM. For example, a user might want to change the format so a 
purchased song will play on a computer or portable music player. The DMCA 
also makes it illegal to traffic in tools that can help circumvent protections, and in 
the long run that provision could prove harmful by motivating innovators to pull 
useful wares from the Internet. 

hollywood oblivious 
A proposal by Congressman Rick Boucher (D-Virginia) to fix these problems was 
in the news last week as it drew new support from a coalition called the Personal 
Technology Freedom Coalition (PTFC). 
	 Members include Intel, Sun Microsystems, Verizon, Quest, and Gateway, among 
others. Boucher’s bill would alter the DMCA by making it legal for consumers to 
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break copy-protection controls on CDs or movies as long as it is for personal use and 
not to infringe on copyright. Piracy would still be a crime. 
	 This change seems sensible, given various incompatibility issues as well as the tradi-
tional “fair use” right to use intellectual products during various times and places, such 
as copying a legitimately purchased movie to one’s hard drive to watch it on a flight. 
	 But Hollywood, in its frenzy to protect its old business models, appears oblivi-
ous to this consumer demand. 

criminal ipod?
Indeed, the same day the PTFC coalition launched, the Recording Industry Associa-
tion of America (RIAA) announced 482 new lawsuits against its potential customers 
for digital piracy. As if suing its customers weren’t bad enough, tinsel town lobby-
ists are also pushing legislation known as the “induce bill” which would make it 
illegal to intentionally aid, abet, induce, or procure copyright violations. 
	 On the surface, the induce bill doesn’t sound so bad. After all, few law-abiding 
citizens want individuals to be tricked into thinking that downloading music off 
of Kazaa is legal. However, a closer look at the bill reveals deeper issues. Because 
it could apply to many technologies, the bill could outlaw or have a chilling effect 
on innovation. 
	 Producers of devices with a broad variety of uses could be held liable for induc-
ing infringement. To demonstrate, the Electronic Frontier Foundation wrote a mock 
inducement complaint against Apple’s iPod. 
	 “Apple advertises that its 40 GB iPod can hold up to 10,000 songs,” they wrote. 
“This amount of capacity far exceeds the total CD collection of the vast majority of 
Americans. This suggests that Apple knew and intended that iPod owners would be 
getting their music from elsewhere, including P2P networks.”
	 Would this mean the iPod could be illegal for inducing a crime? That would be 
up to the courts, but since it’s a real possibility under this bill, the proposed legisla-
tion is potentially very dangerous to technological progress. 

well-heeled lobbyists 
Intellectual property is extremely important and should be protected, but the way 
that current and potential laws have been written leaves a lot to be desired. Technol-
ogy has forced a change in business models for the content industry, and trying to 
cling to old ways will help no one but well-heeled lobbyists in Washington. 
	 How to protect intellectual property should be discovered in the marketplace, 
not in Congress. Content companies should experiment with different types of pric-
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ing, packaging, and DRM to see what works. Sure, many of the ideas will fail, but 
in the long run everyone will be better off. 
	 Consumers are not thieves. They are willing to pay for entertainment, but in a 
digital age it needs to be delivered in a different way. The challenge to Hollywood is 
to figure it out before the industry inadvertently stifles itself and harms consumers 
with the heavy hand of the law. 
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Apple Replays Old Mistakes

< August 13, 2004 >

It might seem hard to believe, but there was a time when Microsoft’s Bill 
Gates was begging Apple’s Steve Jobs to license the Mac operating system to PC ven-
dors. Apple turned down the offer and was later crushed by Gates’s plan B: Windows. 
	 That was in 1985, and thanks to Job’s mistake, Gates doesn’t need to beg for 
anything anymore. 
	 However, back then, Gates wrote a memo to Apple executives asking that Apple 
“open the Macintosh architecture” in order to create “the independent support re-
quired to gain momentum and establish a standard.” This would allow production 
of “a wide variety of peripherals much faster than Apple could develop the periph-
erals themselves.” And Microsoft wanted to help. 
	 Gates understood that Apple had a good system and he wanted to help make 
products like programming tools and office applications in order to expand the pie 
for everyone. Instead, he was locked out and told to go away. 
	 Microsoft probably wouldn’t have created Windows if Apple had agreed to li-
cense the Mac OS to PC vendors. And even if Microsoft did have a future plan for 
Windows, Apple would have been in a much better position to compete if it had 
cooperated with other companies. 
	 Instead, Apple was almost completely destroyed because the company wanted 
absolute control over its product. Currently, Apple has less than 4 percent of the 
market for personal computers. In spite of this rather hard lesson, it appears that 
Jobs is about to replay history. 
	 This time, the focus is on digital music, encompassing Apple’s iPod music player 
and the iTunes software. Apple’s iTunes service made it easy and cheap to download 
songs, a great relief for consumers. For 99 cents, it’s possible to download an old 
Eagles tune and relive old times, resulting in increased revenues for Apple. Indeed, 
the company sold 860,000 iPods in the last quarter alone. 
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unhappy consumers 
But Apple’s iPod music player only plays songs in the company’s “FairPlay” digital rights 
management (DRM) format and songs downloaded from iTunes only play on the iPod. 
	 For instance, a person who downloads a song from iTunes and wants to play it on 
his or her Rio player is left disappointed. Similarly, someone who owns an iPod mu-
sic player is limited to buying music exclusively from iTunes, even though there are 
many other services on the Web, such as Napster and RealNetworks’s RealRhapsody. 
	 These restrictions don’t make consumers happy, and many, including RealNet-
works, have noticed the problem. Indeed, in a Bill Gates-type move, RealNetworks’s 
CEO Rob Glaser sent a message to Steve Jobs suggesting that Apple allow others to 
provide music for the iPod. 
	 Like he did twenty years ago, Jobs dismissed the idea. Like Microsoft, RealNet-
works resorted to plan B. 
	 Real came up with a way to fix the problem without Jobs’s blessing; it figured 
out a method to allow people to listen to music in RealNetworks’s digital file format 
on iPod devices. Real named the software work-around “Harmony.” The reaction 
from Apple wasn’t pretty. 

going it alone 
Apple accused RealNetworks of adopting the “tactics and ethics of a hacker,” even 
though that’s not how most consumers felt. Apple then went even further and said 
in a statement, “It is highly likely that Real’s Harmony technology will cease to work 
with current and future iPods.” 
	 Apple’s resolve to go it alone and not work with others backfired in the past and 
will do so again if it doesn’t change its ways. A long time ago, Adam Smith made 
some observations that Steve Jobs would do well to note: markets work best when 
individuals follow their self interest to serve others. 
	 When a warped idea of self interest leads people to cut themselves off from oth-
ers, the system tends to break down. Jobs has been there before, and it boggles the 
mind that he appears set on a return trip. 
	 The French online music store Virgin Mega has filed a complaint against Apple 
on the basis of its refusal to license its DRM. But if history is any indication, by the 
time a bureaucrat in France gets around to acting on the complaint, Apple won’t be 
the leader anymore. Apple is now, but the market is open to win or lose. 
	 Microsoft and several other companies are competing in the digital music space 
also. Indeed, Microsoft already has sealed deals with other digital device makers and 
some big content companies. If Microsoft winds up overtaking Apple in this space, 
no one should cry antitrust. 
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Making P2P a Capitalist Tool

< June 24, 2005 >

This month the U.S. Supreme Court is expected to decide MGM v. 
Grokster, the case that could determine whether or not a peer-to-peer (P2P) company 
can be held liable for illegal activity on its network. The decision is key, but the 
future is also being shaped by the marketplace. 
	 The digitization of content and the ability to share it quickly and easily has shaken 
Hollywood up in a big way. The music industry, in particular, seemed to have been 
taken completely off guard, as free services such as Napster, Kazaa, and Grokster allowed 
for the easy and illegal sharing of content. But instead of embracing the digital revolution 
and using it for capitalist purposes, the music industry’s instinct was to strike back. 
	 The industry sued its fan base and lobbied Congress for laws that gave it more 
control over the technology that was destroying outdated business models. This 
initial hesitation to use technology as a market tool left a capitalist void in the digi-
tal music space. Leadership of the music swapping issue went by default to those 
promoting principles that will harm a free society in the long run, such as a “com-
mons” for intellectual property. But it seems that the tide may be turning. 

unique ways of thinking
The traditional music industry might still be reactionary, but there are some entre-
preneurs in Silicon Valley who are thinking outside the box and looking for ways to 
build legal and profitable P2P file-swapping networks. A case in point is a company 
called Mercora, run by former McAfee CEO Srivats Sampath. 
	 Mercora claims to have built the world’s largest and legal music radio network 
mostly by using music resident on users’ computers. Think of it as a big Internet 
radio station with TiVo-like qualities that is composed of uploads from music fans.
	 For example, a user can search for an artist such as Madonna and the system will 
bring up all the Madonna songs that users of the network have available to swap. 
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Then, if the user likes the song, he or she can record it and listen to it again later, 
even if the provider of the song isn’t online. 
	 The way the system remains legal is that Mercora pays a royalty to the copyright 
holder every time the song is played, just like a regular radio station. And if the copyright 
holder doesn’t give permission, songs can’t be burned and transferred to another device. 
Mercora protects the songs on its network with digital rights management (DRM) 
technology. So far it appears to be working, contrary to claims by some that DRM is 
useless and therefore the only way to protect digital property is through government 
mandates. But while the DRM seems to be effective, not all copyright holders want to 
stop the free distribution of their songs. One example is an artist aptly named Perk.

models evolving
Perk told a San Francisco audience this week that he allows his songs to be down-
loaded on Mercora for free because he is looking for greater exposure. He is hoping 
that networks like Mercora can help him gain profile and move him away from 
making money mostly by live performances and selling T-shirts. Free distribution of 
his songs is a stepping stone on the way to becoming one of the artists who does not 
allow free downloads. Now that’s the kind of network that harnesses self-interest, 
property rights, and true market competition. 
	 Free and non-free songs are available at the same place and are part of other 
users’ song lists that people can browse to explore new titles. Known quantities like 
Madonna can choose to force consumers to buy songs and less well-known artists 
such as Perk can swim among them and try to win over fans. The new business 
model for the music industry is slowly evolving, making it imperative that Congress 
or other legislative bodies decline to step in and try to pick winners and losers. 
	 The Supreme Court’s decision on MGM v. Grokster could affect levels of investment 
in technology companies if the court finds that Grokster is liable for what others do 
with its product. Harm to investment in this area could ironically slow down the 
innovative juices that will solve the problem of how to protect private property in 
the digital age. 
	 Capitalist forces are finally aimed at the digital music space, opening up hope 
for a stable solution to the digital commons problem. Entrepreneurs are looking 
for ways to make legal profits and it seems to be working. The future of the music 
industry rests on the somewhat shaky assumption that the government won’t 
attempt to tinker with the market for political gain. 

 



intellectual property//39

Lessons from Iceland: Liberty, 
Technology, and Property

< August 26, 2005 >

This week, a group of legal scholars, high government officials, 
Nobel prize recipients and economic experts gathered for the Mont Pelerin Society 
(MPS) meeting in Reykjavik, Iceland, to discuss e-government, telecommunica-
tions, and intellectual property, among other issues. 
	 One of the more colorful speakers was Mart Laar, former president of Estonia. 
On his watch, that nation rose from poverty to become one of the fastest growing 
economies in the Baltic region. Flat taxes and privatization were key to Estonia’s 
success, but technology also played a part.
	 According to Mr. Laar, Estonia was the first paperless government in the 
world and 100 percent of Estonia’s public sector is now on the Internet. This 
transparency of government actions has made the government both less popu-
lar and more efficient.

addressing the future
Estonia’s government has become less popular because citizens can see proposals for 
laws before they are fully formed, increasing the level of debate and criticism. The 
upside of this vigorous discussion is something America is well-known for harness-
ing in the low-tech space. That is, input from a number of different factions means 
that no one group dominates the direction of public policies, making laws better 
and more efficient. Of course, Estonia is not a completely free market.
	 Many Estonians currently access the Internet through government-provided Wi-
Fi. That’s a workable situation for now because it’s so newly implemented, but those 
who understand the important connection between innovation and property rights 
know that in the long run, government-owned networks will become as outdated 
and run-down as government-owned food and clothing stores. When asked about 
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this future problem, Mr. Laar simply said he supports privatization and then put on 
his politician’s hat, changing the subject to his other successes.
	 Privatization of telecommunications continued to be a key theme as former FCC 
Chief Economist and George Mason Law and Economics Professor Thomas Hazlett 
took the stage. In order for wireless and mobile voice technologies to reach their 
maximum potential, spectrum markets need to be liberated, he argued.

history’s course
Historically, spectrum has been treated as a “commons” managed by government 
with great inefficiencies. But it is possible to create a market in spectrum by auction-
ing off parts and letting users treat it as property. This would be the best direction 
to go, said renowned economist Harold Demsetz.
	 Just as the introduction of private property historically saved the fur trade by stopping 
the over-hunting of animals in North America, the future of wireless communications 
can be secured by creating markets in scarce spectrum. But while property rights are a 
key element of a strong and free society, not everyone accepted them point-blank.
	 Santa Clara University Law Professor David Friedman argued that property rights 
are not always superior to the commons. Consider intellectual ideas, he said. If 
someone fully owned each idea, it would be difficult to have conferences like MPS 
and for academics like Professor Demsetz to write papers about Nobel Prize winner 
Ronald Coase’s economic theory. While Friedman makes an interesting point, his 
statement seems to assume an all-or-nothing approach to property rights.
	 The very fact that Demsetz cites Ronald Coase in discussing his own ideas shows 
that Coase still maintains a property right in his work. That is, a thinker can’t ex-
clude someone from using his ideas as he could exclude someone from using his 
car, but perhaps one can look at property in ideas as being reflected in concepts such 
as fame, which can then translate into physical benefits such as speaking engage-
ments, prizes, and so on.

respect for incentives
“The question really is not what to do with the idea after it’s created,” Demsetz 
said, “but how to get Coase to write it in the first place.” Indeed, incentives do mat-
ter, and if one were to make one’s efforts fully part of the commons, creative fires 
would certainly be extinguished.
	 Conference participants discussed many more elements of technology and 
society, but the overarching theme was clear: technology is changing the way that 
people live and interact, but it does not change the rules of economics. 

 



intellectual property//41

Rooting Out Spyware:
Sony’s Lesson

< December 2, 2005 >

Sony used to be associated with the popular Walkman music player, 
but these days it’s more likely to conjure up images of nasty spyware. The company’s 
anti-piracy measures have created a security problem for unwary Sony customers 
and have highlighted the inadequacies of a key piece of federal legislation, the 
Digital Millennium Copyright Act (DMCA).
	 On October 31, programmer Mark Russinovich sounded the alarm. He blogged 
about a music CD from SonyBMG that, when inserted into a user’s CD drive, secretly 
installed software known as a “rootkit.” The software not only spied on the person’s 
music habits, but also made their computer extremely vulnerable to hacker attacks.
	 After the news got out, Sony released a software patch to fix the problem, but 
that created even more vulnerabilities. The entire debacle took the computer security 
industry by surprise. Indeed, Sony’s flawed copy-protection scheme had been in use 
for seven months before being discovered. Even computers run by the Department 
of Defense were affected, making Sony’s ploy to protect its intellectual property a 
menace to national security. 

flawed strategy 
One might ask why a big, mostly-respected company would cause customers around 
the world to regard its actions as irresponsible and potentially malicious. Harming 
customers is never good business strategy, so perhaps one explanation is that the 
company believed nobody would notice.
	 “Most people don’t even know what a rootkit is, so why should they care about it?” 
said Thomas Hesse, SonyBMG’s president of global digital business, in an interview with 
National Public Radio. The problem with this response is that Sony knows full well what 
a rootkit is and the company’s particular rootkit put users’ computers and privacy at risk. 
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	 This information and its relevance were not kept secret, which shows the pow-
er of free speech combined with the Internet. The blogosphere quickly exploded 
with rage, prompting mainstream media to cover the issue and certification agency 
TRUSTe to announce a new “Trusted Download Program” similar to a privacy seal 
program, but focused on spyware. 

self-regulation 
According to TRUSTe’s November 16 press release, the purpose of the new program 
is to provide “market incentives for adware and other software companies to clearly 
and unavoidably communicate key functionalities and obtain informed consumer 
consent prior to download.” Self-regulation is the proper market response in a free 
and open society, but there is more to the story than meets the eye.
	 Usually when there is a major security breach, anti-virus companies scramble 
like mad to fix the problem, but according to influential security analyst Bruce 
Schneier, that didn’t happen this time. For example, Schneier laments that security 
company McAfee didn’t remove the rootkit from its customers’ computers as of 
November 15, 2005. He points readers to McAfee’s Web site, which states that the 
company’s removal of only part of Sony’s code “will not impair the copyright-pro-
tection mechanisms installed from the CD.”
	 This apparent hesitation to fix the security problems created by Sony’s anti-pi-
racy technology likely stems from fear of violating the draconian DMCA. A section 
in that law makes it illegal to circumvent anti-copying technology. Indeed, Tim Wu, 
a law professor at Columbia University, recently told reporter Declan McCullagh, 
“It’s pretty clear that circumventing Sony’s controls violates the DMCA.” This leaves 
consumers in a precarious position. 

culture of fear 
It should not be illegal for a consumer or their security company to expunge spy-
ware that both violates privacy and creates security risks. Some representatives in 
Congress recognize these problems and have introduced legislation to address the 
spyware issue, but getting the balance right is difficult.
	 Defining spyware is hard because it’s possible for a software function to be le-
gitimate in one instance and not legitimate in another. The worry is that Congress 
will unwittingly make the creation or use of some technologies a crime, a situation 
that would make things worse, not better.
	 When it comes to poor actors in the marketplace, the Sony story shows that a 
free and open society will respond quickly and effectively. Sony has already issued 
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a recall for all the offending CDs, a private seal company has come up with a self-
regulation plan for industry, and one can bet that no other content company wants 
to go through the pain and brand damage that befell Sony.
	 The real problem is a poorly crafted law that gives undue power to content 
owners and creates fear in the security industry. Instead of focusing on new spyware 
legislation that could potentially harm technology innovation, Congress should fix 
the DMCA. 
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Mon Dieu! Don’t MiniTel Apple

< March 24, 2006 >

French legislators approved a bill this week that will force 
technology companies such as Apple Computer to share proprietary technology with 
rivals. Such a move is not only a recipe for disaster but completely unnecessary. 
	 The digital music market has always been a tumultuous place. For a long time, 
Hollywood and Silicon Valley battled over how to sell music while avoiding the 
theft of digital goods. Now that there’s a truce and Apple’s iTunes store just sold its 
one billionth legally downloadable song, it’s more than a little ironic that the French 
government wants to essentially steal Apple’s intellectual property.
	 “The French implementation of the EU Copyright Directive will result in state-
sponsored piracy,” Apple said in a statement. “If this happens, legal music sales will 
plummet just when legitimate alternatives to piracy are winning over customers.” 

questionable motives 
It’s not a given that a standardized platform would promote music piracy as Apple im-
plies, but it is the case that if France’s bill passes the Senate in May, the country will be 
endorsing the theft of Apple’s intellectual property by its rivals. That’s not a good out-
come and one might wonder what is motivating the French to take such drastic action.
	 After a person downloads a song from iTunes, it’s true that the song can only 
be played using Apple’s software or on an iPod portable music device. For someone 
who owns a different portable device, such as a Rio Player or an iRiver, the restric-
tions of the digital rights management (DRM) technology can be a little upsetting. 
Most people know, however, that it’s possible to burn the songs on a CD and then re-
rip the music in order to strip the DRM away and play the song on a different device. 
Apple has sold a lot of iPods, but it didn’t sell a billion songs to iPod users alone.
	 Going through such measures in order to ensure interoperability between one’s 
devices is a bit of a hassle, but what many people might not realize is that it’s worth 
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the trouble for the long-term gains in benefits to consumers. Consider that if Apple 
didn’t use DRM technology, the record companies wouldn’t let them sell their 
songs. Consider also that if companies aren’t allowed the freedom to design and 
control their own products, consumers will end up with government-controlled 
technology like France’s MiniTel flop. 

innovation at risk 
The MiniTel, a monochrome teletext communication system, was created by France 
in 1982, but in October of 2000, France Telecom (FT) actually ran a $4.1 million 
public-relations campaign to promote its use. That French bureaucrats thought they 
could use old technology to compete with the Internet will make people wonder 
how much wine FT bosses had been consuming. But that’s what happens when 
government takes over the innovation process: consumers get offered the MiniTel 
instead of the Internet.
	 If Apple isn’t allowed to control and make profits using its property, it will lose 
incentives to innovate and invest. Most Americans understand this basic reality, and 
freedom to innovate is one of the reasons the United States outperforms other coun-
tries on the economic level.
	 Free markets work, and when a profitable and efficient way to offer consumers 
interoperability with digital music is found, the companies that adopt it will beat 
out the companies that refuse. That was the case in the operating-system market way 
back in 1985 when Apple’s Steve Jobs refused to license the Mac operating system 
to PC vendors. When Bill Gates was shut out of Apple’s system, he didn’t ask the 
government for help, he created a rival system that would allow for standardization 
and broad deployment, and that worked out extremely well for both consumers and 
Gates. 

be patient 
The digital music market is still experimenting with different business models 
and products, and Apple is not the only player in the game. Governments from all 
countries need to back off and let entrepreneurs find the best ways to serve their 
customers. Yes, consumers want to be able to transfer their music to the device of 
their choice, and that’s why some consumers buy their music from Walmart.com 
or Microsoft’s MSN Music instead of from iTunes.
	 In time, some of the small annoyances digital music customers face will disap-
pear. Governments need to be patient and do their job in protecting property rights. 
The French move to confiscate Apple’s intellectual property would set a bad prec-
edent that would hurt innovation and consumers in the long run.
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When Freedom Becomes an F-Word

< January 21, 2005 >

While American soldiers risk their lives overseas to protect 
freedom, broadcasters at home are cowering in the shadows of government 
censors. The latest story involves FOX Network’s decision to electronically blur a 
cartoon character’s posterior for fear of being fined by the Federal Communications 
Commission (FCC). 
	 The rear-exposing episode of “Family Guy” originally ran five years ago without 
complaint, but things are different now. The FCC has super-charged its enforcement 
activities, particularly since the infamous Janet Jackson breast exposé at the Super 
Bowl, for which CBS was fined a record $550,000.
	 “We have to be checking and second-guessing ourselves now,” said FOX 
Entertainment President Gail Berman. “We have to protect our affiliates.” Indeed, 
last October 169 FOX stations were fined $7,000 each for airing an episode of the 
reality show Married by America. Apparently, government regulators disliked a scene 
that involved strippers, even if the goal of the show is rather traditional: to get a 
man and a woman hitched. 

wake-up call? 
The total bill for the FOX network came to $1,183,000, prompting the Parent’s 
Television Council to say, “We applaud the FCC for holding all FOX affiliates 
responsible for airing the filthy and indecent broadcast. . . . A fine of $1,183,000 
should make FOX and other networks sit up and take notice.”
	 Indeed, the networks have noticed that they have less freedom and that, in 
addition to answering to their customers, they must also pander to increasingly 
strict government censors. Freedom of thought, content, and speech is constrained 
in countries like Saudi Arabia or even China, but this is not the type of thing one 
expects in freedom-loving America. A country that prides itself on freedom of the 
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individual now finds itself in a situation where networks preemptively censor them-
selves for fear of the government indecency patrol.
	 Some of the groups that call for government censorship aggressively argue 
against government control of the economic sphere. One might call them traditional 
conservatives. In their fuzzy logic, government is incompetent when it comes to 
regulating the economy but has no problem getting on top of things when it comes 
to the social sphere. Then there’s the argument that television needs to be censored 
because we need to “protect the children.” 

parental responsibility 
If parents want to protect their children from indecent television, they should focus 
their efforts on supervising what programs their children watch. Parental respon-
sibility is something that needs to be taken seriously, because Uncle Sam doesn’t 
make a very good parent and was never meant to fill that role.
	 Of course, new technologies thwart government attempts to control what the 
public says and sees. It is unlikely that Janet Jackson’s breast will get an encore on 
broadcast television, but, despite federal CAN-SPAM legislation, a million exposed 
breasts and much more pop up in e-mail in-boxes around the country. And shock-
jocks such as Howard Stern can easily move to satellite radio, beyond the reach of 
FCC indecency rules.
	 Some commentators say America is becoming a country focused on “values,” 
which is good if the values are the traditional American fare of freedom and 
responsibility. But when special interests and zealots make freedom an “f-word,” 
the situation becomes alarming. How did this happen? 

the public’s airwaves 
As FCC Chairman Michael Powell explains: “The airwaves belong to the United 
States government and you license use. They’re the public’s airwaves.”
	 “The public” and the government are not exactly synonymous, but Mr. Powell 
concedes an important point. 
	 When property doesn’t fully reside in private hands, well organized interest 
groups can force others to follow their lead. This is why spectrum reform is so 
important. If there were a private-property model for spectrum, as Nobel laureate 
Ronald Coase suggested many years ago, that would disarm the pressure groups 
who can now leverage regulators over a FOX cartoon. 
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World Summit Drama Threatens 
Internet’s Future

< November 11, 2005 >

Imagine a world where China argues for guaranteed freedom of speech and 
Cuba and Iran push for democracy. If that sounds like an episode of The Twilight Zone, 
then welcome to U.N. Secretary General Kofi Annan’s new show set to air again next 
week in Tunisia. 
	 Before anyone starts to think that Chinese and Cuban communists have suddenly 
become enlightened or that Iranian theocrats have experienced a moral epiphany, 
readers should know that the reason these countries are spouting ideas so foreign to 
them has to do with their deep desire to gain control of a system that threatens their 
authoritarian ways: the Internet.

safeguarding rights
From November 16–18, 2005, governments from around the world will meet for 
the second phase of the United Nations World Summit on the Information Society. 
The goal of a coalition of foreign governments is to wrest control of the Internet 
from the United States, and the goal of the United States should be to gently explain 
to them why that’s not an option.
	 “While freedom of speech should be guaranteed and human dignity and rights 
safeguarded by law and system, social responsibilities and obligations should also be 
advocated,” said Wang Xudong, minister of information industry from the People’s 
Republic of China at the first phase of the meetings. If Chinese censorship of the 
Internet weren’t so devastating, Xudong’s comments might be comical in their jux-
taposition with reality.
	 Iran’s Mohammad Khatami also spoke. “Global management of Internet should 
find a democratic and comprehensive mechanism to enable all players, including 
the developing countries, to play an effective role in this arena,” he said.
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	 There is also something vaguely humorous about a theocratic government so thor-
oughly supportive of the democratic process. And of course, according to Kofi Annan, the 
point of the meeting next week is to make sure poor countries get the “full benefits” of 
new information technologies so as to bring about “economic and social development.”

disturbing turn
Under the guise of attempting to solve the “digital divide,” foreign governments 
argue that Internet governance should be shared. Exactly how Chinese or Iranian 
control of the Internet is supposed to help the disadvantaged is left to the imagination. 
One might respond that property rights and political freedom would be a better way 
to help their most needy access the Internet.
	 This week, U.S. Senator Norm Coleman expressed his concerns that the U.N. is 
trying to politicize the Internet and he initiated a Senate resolution that essentially 
supports the current structure of Internet governance. Senator Coleman is right to 
worry that a U.N.–controlled Internet would “raise a variety of dangers.” And this 
perspective is perhaps doubly valuable when one considers that he is chairman of 
the Senate Permanent Subcommittee on Investigations that has been investigating 
fraud and corruption surrounding the U.N.’s oil-for-food scandal.
	 It’s clear why authoritarian governments don’t like the Internet and why they 
seek to control it: open dialogue poses a threat to their power. But that doesn’t 
explain European reasons for wanting to place the information highway into the 
precarious hands of the U.N. Indeed, when the European Union endorsed U.N. con-
trol of the Net, Carl Bildt, former Swedish prime minister and chairman of Swedish 
telecom company Teleopti, said it was “a U-turn by the European Union that was as 
unexpected as it was disturbing.” So what gives?

a catchy disease
The answer might be called ADS, American Derangement Syndrome, a sister disease 
to BDS, Bush Derangement Syndrome. Left-leaning cities all across the United States 
have thousands of people afflicted with BDS, a disease in which sufferers hate George 
Bush so much that their brains cease to function properly. The Europeans have sim-
ply contracted a variation that may lead them to endorse the erosion of a network that 
stands for the classical liberal European values of freedom and prosperity.
	 Next week, there will be a great deal of pressure for American representatives to 
capitulate to the bureaucratization of the Net. In order to protect one of the world’s 
greatest inventions from humanity’s worst characteristics, the Bush Administration 
will need to stand strong. It would also help if they could find a cure for ADS so that 
those who share liberal values can stand together instead of apart. 
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Motto for Freedom Activists: 
“Don’t Be Unreasonable”

< January 27, 2006 >

Google recently created a public-relations firestorm 
when it unveiled a new search site in China that censors data on behalf of the 
Chinese government. Though the search giant’s success stems from its birth in a 
free country, that doesn’t mean the company is strong enough to enforce free-
dom around the world. 
	 Many Americans were horrified to learn that American-grown technology firms 
such as Yahoo, Microsoft, Cisco, and Google have been complying with the Chinese 
government’s demands to control information. When Yahoo handed over data last 
fall that landed a Chinese journalist in jail for ten years for simply e-mailing news-
paper briefing comments to a democracy group in New York, outrage followed. 
However, the mistake many observers make is to equate the power of corporations 
with the power of governments. 

the real world 
Michael Moore’s rants aside, corporations cannot force anyone to do anything that they 
don’t agree to do. Companies can persuade through advertising and other marketing, 
but ultimately customers decide. Governments, on the other hand, have the power 
of the sword, and China—the world’s largest communist dictatorship—is known for 
wielding that power. That puts American companies at a huge disadvantage when the 
question of freedom arises in a country where the people aren’t free.
	 In America, when the government appears to infringe on freedom, citizens can 
sue and companies can refuse to act. Indeed, the American Civil Liberties Union 
recently filed a lawsuit claiming that the National Security Agency’s wiretaps violate 
the American Constitution, and Google itself is currently refusing to hand over 
search data to the U.S. government. In China, the story is much different.
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	 Companies that don’t comply with government demands in China face expulsion 
from the country, and their officers may face imprisonment. You can’t sue the 
Chinese government for free-speech violations because such protections don’t exist 
there. That means American technology firms face difficult questions: Do they 
comply with Chinese government demands? Or do they leave the country and let 
other businesses take their places? 

sticking it out 
The argument in favor of staying is twofold. First, American companies want a slice 
of the lucrative Chinese market; second, the argument can be made that American 
activity in China will, over time, lead to democracy. That’s because increased trade 
with people from a free country leads to the spread of information about freedom, 
no matter how tightly the government tries to restrict it.
	 When the Chinese people interact with American people, they share stories that 
slowly chip away at the government’s hold. When the Chinese middle class finally 
sees what it is missing, the Chinese government will be in trouble.
	 It is not inevitable that increasing American contact with the Chinese people will 
bring about democracy. However, simply leaving and allowing other companies— 
especially those from countries less free than America—to provide those services 
makes it even less likely.
	 No one lives in a perfect world, and when the choices are imperfect, it’s best to 
go with the one that’s the least problematic. Google’s motto is, “Don’t be evil,” but 
one might suggest it is now operating under a different mantra along the lines of, 
“Don’t be stupid.” That is, if Google doesn’t compete in the Chinese market, others 
will, and the status of Chinese freedom will not have changed.
	 American tech firms are caught in the middle of a sad tension between 
freedom-loving individuals and an oppressive government. Those outraged at the  
actions of these firms should bear in mind that no company has the power to battle 
a country with weapons. Critics should target their anger where it belongs: at the 
Chinese government. 
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Keeping Free Speech Free

< March 31, 2006 >

This week, the Federal Election Commission (FEC) voted to 
exempt much political communication on the Internet from the provisions of the 
McCain–Feingold finance law. This action is a partial win on free-speech rights, but 
bad news on government control of the Internet. 
	 A few years ago, the FEC issued regulations exempting the Internet from the 
just-passed McCain-Feingold law, but U.S. District Court Judge Colleen Kollar–
Kotelly overturned them, arguing that the Commission’s rules undermined the law. 
The nation’s blogosphere lit up with fear that bloggers and other Web site owners 
would be subjected to spending limits of $2,000 and bans on corporate or union 
donations if they discussed or promoted political candidates. 

a solid win
The online community’s most extreme fears are now alleviated as the new rules 
exempt blogging, e-mail communications, and online publications from most cam-
paign law. Paid political advertisements, such as banners or pop-ups that advocate 
or oppose a federal candidate or solicit contributions to their candidacy, must be 
accompanied by a disclaimer. The new regulations also allow for bloggers to be paid 
by a candidate or committee without having to publish a disclosure.
	 Given the alternative of strict campaign finance laws on the Net, the FEC ruling 
is a pretty solid win for free speech and a no-brainer. It’s hard to imagine a bunch of 
bloggers enthusiastically supporting a party they don’t like just because of money.
	 Those who make that argument might as well argue against democracy and free 
will. It’s naive to think that money is the only thing that motivates people, especially 
when it comes to something as important as the way the country is governed.
	 Bloggers celebrated when the new regulations were revealed and Robert Lenhard, 
vice chairman of the Commission, confirmed that “the law was never intended to 
regulate private citizen communication on the Internet.” 
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losing freedom
What Lenhard says is true, but the Commission originally thought that the law 
shouldn’t apply at all, making it worth considering what’s been won and lost as a re-
sult of the court-mandated revision. What’s been won is a degree of tech-neutrality, 
the idea that the free speech of online writers should be protected just as it is in the 
offline world. FEC Chairman Michael Toner summed this concept up nicely when 
he said “there will be no second-class citizens among members of the media.”
	 What’s been lost, however, is a degree of freedom on the Net. When the Inter-
net was completely free from campaign finance regulations, it was also free from 
government interference in that area. Now that the government has reached one 
finger into cyberspace, it won’t be long until the full hand tries to follow. Already, 
some are hinting at the need for more government rules.
	 “My one personal disappointment is the FEC’s draft decision not to require dis-
claimers on blogs where the bloggers have been paid by campaigns,” said Loyola 
Law School Professor Rick Hasen. 

speak your mind
Those who like the idea of government control of blogs need to consider that the 
explosion of the blogging community and the rich environment that is the World 
Wide Web wouldn’t be close to what they are today if the government served as a 
referee. On a more philosophical level, consider also that having the Net free from 
campaign finance controls while the real space is under regulation serves as an 
interesting and informative experiment.
	 Would campaign spending really shoot out of control on the Net and threaten to 
skew elections in a way that is unfair? Or is it the case that restrictions in the physical 
world impede debate and free speech?
	 Americans live in a democratic country where every citizen is charged with the 
important duty of making a decision after listening to arguments from both sides. 
Given this, everyone should be free to speak their mind on or off the Internet. The 
FEC made the right decision given the circumstances, but now the door is open for 
more government control.
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The Big Stem Sell

< October 8, 2004 >

California, a state that prides itself on experimentation and 
rebelliousness, has recently turned its attention to stem-cell research issues.
	 On the November ballot is Proposition 71, which proposes to create a  
new and expensive government-funded stem-cell research apparatus. While 
finding cures to disease is a priority, government programs such as this are riddled  
with problems. 

preying on hope 
First is the sheer size of the measure, which authorizes $3 billion to pay for new 
research and facilities. Since this loan will have to be paid back, the interest rate 
doubles the cost of the investment, not exactly something a state swimming in defi-
cits can do with a clear conscience.
	 At a time when California households are at record levels of debt and the state 
itself was forced to borrow $15 billion simply to balance the budget, one would 
think that the idea of borrowing more money would be off the table. But that would 
be underestimating the power of hope—and of those willing to prey on it.
	 Millions of Americans have ailments such as Parkinson’s, Alzheimer’s, and spinal 
injuries. Stem-cell research offers some promising avenues for therapy, but it is far 
from being a silver bullet. When pushed, even its staunchest proponents admit that 
it’s unclear whether stem-cell research will lead to cures. 

allocating resources 
Yet many involved in the campaign for Prop. 71 act as if $3 billion is all that stands 
between the ability of a young girl to walk again or a grandmother to be cured of 
Alzheimer’s. The creation of this false dichotomy clouds the issue and can make 
even the staunchest of Republicans blind to the fact that government is less efficient 
than the marketplace at allocating scarce resources.
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	 Governments are by nature less effective at properly allocating resources because 
politics necessarily plays a large role. Imagine that the government-funded stem-cell 
research gets off track or fails to produce the results the team intended. Because 
the research is being done with public money, politics will be an issue and the 
flexibility required to switch gears will likely not exist.
	 In contrast, a market environment forces companies to adapt or die, ensuring 
that the resources are allocated to the best possible functions. Such flexibility and 
efficiency will help Californians overcome troubling diseases. 

space and health 
Some argue that the reason government needs to fund research is that the invest-
ment community is not willing to make the expensive, longer-term investments 
needed. That’s what people used to say about space exploration.
	 It’s hard to believe that argument given that private companies just competed in 
a contest to see who would be the first to go into space twice in a 14-day time frame. 
Paul Allen put $20 million into creating SpaceShipOne, and British entrepreneur 
Richard Branson has announced grand plans to start a space tourist business.
	 Like space exploration, curing disease would not only make big money, but 
also reputations. So why are many in the biotech industry supporting Prop. 71? 
The answer is a skewed process that hijacks self-interest in distorted ways that 
harm the average Californian. 

efficiency and fairness 
Something is sorely wrong when the rules of the game tell investors that instead of 
putting $20 million of their own cash into stem-cell research, they can spend hun-
dreds of thousands supporting a bond measure that will hand them billions in other 
people’s money to invest.
	 It is unfair that these private investors stand to get rich off the profits from 
public money. Bond measures to fund research are expensive and don’t make 
sense from an efficiency or fairness perspective. Instead, they saddle ordinary 
Californians with debt, making it harder for them to afford the advances that 
come from the science in the first place.
	 The maverick Californian attitude of going where no one has gone before works 
well in some instances, but not in others. Before Californians vote on this or any 
other proposition, they should consider the facts very carefully. 
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Done with Death?

< December 10, 2004 >

The holiday season has arrived, and with it will come higher mortal-
ity rates. For a number of reasons, including stress and cold weather, more people 
die around this time of year. While many accept death as a natural certainty, there 
is a growing movement that aims to do away with it. 
	 In The Scientific Conquest of Death, a group of well-respected scientists and 
theorists take on the biological and philosophical arguments against radically 
extending the human life span. The first half of this new book is dedicated to 
scientific questions, and the reader discovers some incredibly interesting facts. 
For example, aging is not universal. There are a bunch of different life forms 
that, if left free from disease and predators, would never die. Examples include 
lobsters, turtles, and banana trees.
	 One of the authors, Dr. Joao Pedro de Magalhaes of Harvard Medical School, 
looks at aging as a disease like cancer or AIDS. He writes, “Aging is a sexually 
transmitted terminal disease that can be defined as a number of time-dependent 
changes in the body that lead to discomfort, pain, and eventually death.” Other 
essays in the book touch on nanotech, biotech, and stem-cell research and explain 
how these new technologies could lead to a cure for aging. 

can we conquer age and should we? 
Not everyone believes that aging can be conquered. To those people, scientist 
Michael West points out that it was hard to believe that we’d ever go to the moon. 
Indeed, it was the case that Robert Lusser, the rocket scientist after whom Lusser’s 
Law was named, was adamant that man would never go to the moon. In an on-
camera interview in the 1950s, Lusser confidently informed the world that “Man 
can never go to the moon, let alone Mars.” Ironically, in 1969, seven months after 
Lusser died at age 69, man did just that. 
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	 But even if one concedes that it might be possible to stop the process of 
aging, there are some who object to the idea of what would essentially be human 
immortality. The second part of the book does a marvelous job of addressing the 
issues that arise, such as the potential for overpopulation.
	 In response to neo-Malthusians who would put limits on how long people can 
live to prevent overpopulation, Dr. Max Moore points out that the global population 
is currently flatlining and that as technology advances we will have more tools 
available to help solve problems associated with population growth. For instance, 
farming technologies have already made it efficient and easy to drastically increase 
crop yields. But more important is Dr. Moore’s philosophical response. 

human nature to fix problems 
He writes, “If we take seriously the idea of limiting life span so as to control popu-
lation, why not be more proactive about it? Why not drastically reduce access to 
currently commonplace medical treatments? Why not execute anyone reaching the 
age of seventy?” Clearly, if we did ever face population problems in the future, the 
answer is better found in slowing population growth than in increasing deaths.
	 A second common objection to super-longevity is that it isn’t natural. But since 
when does natural equate with good? As Mike Treder, executive director of the Cen-
ter for Responsible Nanotechnology, points out, “Tooth decay is natural—should 
dentistry be outlawed? Polio is natural—should we ban the Sabin vaccine? Cholera 
is natural—should we allow epidemics to rage unchallenged?”
	 Of course not, and it is an entirely human response to try to fix problems that 
are harming people, including death. Some 150,000 people die globally every day. 
In the United States, it’s about 200,000 a month (6,500 a day). Given these num-
bers, it does seem rather odd that we aren’t demanding a solution now. Perhaps one 
reason is that we live in a culture of death, a culture that has convinced us that death 
is natural, good, and impossible to fight against, so we shouldn’t even try.
	 But we should try, and as this book shows, some very smart people are currently 
engaged in finding the solutions. In the Bible, people were said to have lived for 
upwards of 900 years, and it would be nice to get back to that kind of run on life. 
As Rabbi Neil Gillman once said, “There is nothing redemptive about death. Death 
is incoherent. Death is absurd.” 
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Terri Schiavo and the 
Progress of Medical Science

< March 25, 2005 >

The high-profile battle over the removal of Terri Schiavo’s feeding 
tube is about more than one woman’s life. It is the beginning of an important dialogue 
on American views about life while science and technology progress at rapid speeds. 
	 Terri Schiavo was brain damaged fifteen years ago when a heart attack halted the 
flow of oxygen to her brain. She survived in a brain damaged state, but requires a 
feeding tube for nourishment, as she can’t swallow on her own.
	 Her husband claims that she told him she would never want to live a hospital-bound 
life and the courts have sided with him in his decision to pull the tube, essentially ensuring 
her death. Her parents, on the other hand, believe she would want to live, and they have 
consulted doctors who say that—with proper therapy—her condition could improve.

promising future
Indeed, anyone who has seen videotapes of Terri on news programs can see that she has 
the ability to look around and respond to stimuli—she is not exactly the “vegetable” 
that the print news might lead one to believe. And looking into the future, there’s a 
possibility, however remote, that Terri’s condition could change significantly.
	 Advances in biotech and nanotech promise new therapies currently beyond our 
reach. Just last year, for instance, researchers at the University of California San 
Francisco School of Medicine reported the discovery of self-renewing cells found in 
adult human brains that may have the potential to repair brain damage or disease. 
Stem-cell research has exploded around the globe, and in California voters felt it was 
important enough to throw the state into US $6 billion of debt for its sake.
	 According to a February 2005 poll by the Opinion Research Corporation, more 
than three out of five Americans (63 percent) now back embryonic stem-cell re-
search, and even higher levels of support exist for bipartisan federal legislation to 



health care, longevity, and technology//67

promote more research (70 percent). With this apparent support for advancing life-
extending and enhancing science, one might be baffled to find that 60 percent of 
Americans also support pulling the plug on Terri.
	 It is possible that at some point in the future new research will improve Terri’s 
state, but those who argue in favor of pulling the plug despite this possibility argue 
that her current state is simply intolerable. Although she does not live in pain, she 
does not lead a life that any normally functioning person would choose. In essence, 
those who make this argument are saying that, in their opinion, hers is not a life 
worth living. That argument has been made before, with disastrous results.

careful consideration
Leon Kass, chair of the President’s Council on Bioethics, recently reminded listeners 
at the Holocaust Museum that it was so-called progressive academics and medical 
workers in Germany who endorsed the idea of eugenics based on the premise of 
lebensunwerten Lebens—“lives unworthy of life.” Not long after this intellectual and 
cultural shift, Germany’s National Socialists made their own decisions about who 
was worthy of life, and we know how that turned out.
	 Those who would discount the gravity of this mistake should take a deep breath 
and think about the future. It might be helpful for some to remember the movie 
Gattaca, in which only genetically fit people were allowed to have the best jobs, as 
they were obviously the most qualified. That’s a scenario not so remote if society 
begins to abandon core principles of the right to individual life and liberty.
	 Arbitrary decisions on what life is worth living could haunt even those among us 
who are the most technologically savvy. Consider, for instance, Professor Steve Mann 
at the University of Toronto who only sees the world through a wearable computer 
known as an EyeTap apparatus. What if future democratic bodies determined his 
was not a life worth living?

the right default
Perhaps this thought horrifies us now, but if society chooses to go down the slip-
pery slope of choosing which lives are valuable, we could end up in a state that 
disallows somatic choice—what enhancements one might choose to make to one’s 
body—in favor of conformity and death.
	 Death is irreversible, making life the sensible default. If Terri Schiavo had cre-
ated a living will that clearly said she wanted to die in the case of hospitalization, 
things would be different. Since she didn’t, and since medicine is progressing at an 
amazing pace, her default should be life.
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Aging: A Disease Technologists 
Are Getting Ready to Tackle

< September 16, 2005 >

The world’s oldest person is 115 years old, and while that 
might seem impressive, it’s only the beginning. Advances in technology are poised 
to usher in longer and better life spans, a reality the general public has been slow to 
notice and the subject of a conference this weekend at Stanford University. 
	 Sponsored by the Institute for Accelerating Change, the sold-out event 
promises speakers such as mathematician Vernor Vinge and inventor Ray 
Kurzweil, author of “The Singularity is Near: When Humans Transcend 
Biology.” Kurzweil discusses the accelerating future of artificial intelligence and 
technologies such as nanobots that can root out disease and keep us young. If 
that sounds too incredible, consider this statement:
	 “The United States is on the brink of a longevity revolution. By 2030, the 
number of older Americans will have more than doubled to 70 million, or one in 
every five Americans.” 

significant breakthroughs 
The source is the U.S. government’s National Center for Chronic Disease Prevention 
and Health Promotion, not an organization one associates with radical thinking. 
Of course, by 2030, Kurzweil predicts that machines will be smart enough to fool 
people during a conversation into thinking they are humans, otherwise known 
as the Turing test. But advances in machinery are not the only way humans will 
increase their longevity; biotech also opens up amazing new possibilities.
	 Consider recent news from that sector. In a space of only three weeks, scientists 
announced three major breakthroughs in research with mice: the creation of a mouse 
that can grow back its organs should they be damaged or cut off, the discovery of a 
life-lengthening hormone produced by a gene called Klotho, and the identification 
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of a gene called p63 that accelerates aging in mice. These are all crucial steps toward 
a cure to what should be properly called a disease: aging. 
	 “Aging and cancer are two sides of the same coin. In one case, cells stop dividing 
and in the other, they can’t stop dividing,” said Alea Mills of Cold Spring Harbor 
Laboratory, who led the p63 research. The concept should be straightforward 
enough, yet many people have a tough time accepting that aging is a disease. 
	 According to the U.S. Department of Health and Human Services, a disease is 
defined as “condition in which the functioning of the body or a part of the body is 
interfered with or damaged.” Cell damage involved in the process of aging clearly 
fits under this definition. Since that’s the case, one might wonder why the very 
same agency sports a Web page titled “Healthy Aging.” That’s like saying “Healthy 
Disease” or “Healthy Cancer.” The explanation for this logical inconsistency lies in 
our low-tech past, which we are quickly leaving behind. 

seeing the future 
Before recent times, the hope of ever beating aging belonged to the realm of science 
fiction. The best anyone could do to beat the system was to live on through one’s 
children or professional works. Society became accustomed to this problem and 
worked it into our culture so that aging was viewed as a “natural” process that one 
must accept gracefully. Of course, tooth decay is natural too, but few people think 
it’s a good thing now that we have the ability to fix it.
	 Society’s long-held view of aging probably left us years behind in research, as 
few scientists want to be seen as chasing anything silly or impossible. Fortunately, 
those days are over, and numerous scientists are working on finding ways to extend 
human life by fighting aging.
	 The future is about to look radically different, and it is unclear whether Americans 
are prepared to face that change. It’s time for everyone to leave behind the paradigm 
of the past, recognize aging for what it is, and move boldly into a better future. 
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Longer Lives Threatened by 
Global Divide Arguments

< February 24, 2006 >

At a recent meeting of the American Association for the Advancement of 
Science, a group of biologists discussed how, in the near future, people could expect 
to live 100 years. A longer, healthier life is good news to most, but predictably some 
speakers took a negative, almost pro-death, stance. 
	 Stanford University biologist Dr. Shripad Tuljapurkar presented a model examining 
the demographic and economic effects of increased longevity. He said that between 
2010 and 2030, anti-aging therapies will increase the normal lifespan by twenty 
years—an estimate many scientists consider “moderate.” He also predicted that 
an increase in longevity would create twice as many American retirees as working 
people. This, he said, would double the dependency ratio and increase the costs of 
Social Security and Medicare. That’s, of course, if everything stays the same. 

a system in danger 
In a scenario where people are living longer and healthier lives, it’s likely that 
the retirement age would increase and that most people would want it that way. 
Indeed, Dr. Tuljapurkar generated an estimate of such a scenario and concluded 
that the retirement age would have to climb to 85 in order to keep current social 
systems from collapsing.
	 Social Security reform has been a serious issue for a number of years. Many policy 
watchers already think the system will collapse because of sheer mismanagement. 
Adding increased life spans to the mix just makes things more difficult, but not 
everyone was pessimistic.
	 Dr. Eileen M. Crimmins, chair of gerontology at the University of Southern 
California, said the future may not be as problematic as some believe.
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	 “Now the question is: What will the adverse consequences of living a long life 
be?” she asked. “I think they will not be anything we cannot deal with. The issue 
will be adjusting to those changes with sensible policies, which include changing 
the length of working life.” 

two-tiered society 
She’s right, but there are other anti-longevity arguments that must also be addressed, 
such as the idea of creating a two-tiered mortality society. Dr. Tuljapurkar suggested 
that anti-aging technologies would usher in a new level of inequality among 
individuals and nations.
	 “It’s entirely likely to me that we’ll wind up with a permanent global underclass— 
countries that get locked into today’s mortality conditions,” he said.
	 That prediction seems to arise every time a new technology creates a 
significant change in society. What normally happens is that the wealthy and 
educated do get it first.
	 New technologies are typically expensive, not guaranteed to work, and have a 
limited supply. Because of those factors, early adopters tend to be the people who 
have money, are willing to take risks, and actively seek out new advances. However, 
just because the rich were the first to get indoor plumbing, radio, telephone, 
television, and the Internet does not mean that these technologies do not make their 
way to the rest of the population. 

longer life 
The political viewpoint that anti-aging technologies are problematic because not 
everyone gets them at the same time is either blindly impatient or a thinly concealed 
argument in favor of death. Some individuals might conclude they are too old 
to benefit from the technology. If they can’t live longer and healthier lives, the 
thinking goes, then no one else should either. That view may offend some people’s 
sensibilities, but it does exist.
	 It remains unclear what drives Dr. Tuljapurkar’s worry that anti-aging 
technologies won’t spread like other advances. Whatever the motive, we should be 
wary of irrational solutions that call on governments to limit important scientific 
work. Longer lives will help us generate solutions to potential longevity problems. 
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RFID, Politics, and the 
Technology Marketplace

< September 17, 2004 >

When politicians express interest in designing technology standards, 
the nation’s tech community should be greatly concerned and react appropriately. 
One of those times is now and the issue is radio frequency identification (RFID) tags.
	 RFID tags are like the bar codes on a cereal box, but different in that they have 
microchips that listen for a radio query and respond by transmitting their unique 
code. Businesses such as Wal-Mart are using the tags to increase efficiency, reduce 
theft, and cut costs. But privacy regulation advocates warn of potential problems, 
and some politicians are jumping to offer government help.
	 At a conference in Chicago this week, Senator Byron Dorgan (D-North Dakota) 
told participants that it’s time for the federal government to get involved in the 
development of RFID technologies.
	 According to RFID Journal, Senator Dorgan said, “We need to move now, as this 
technology is driven by others like the [United States Department of Defense] and 
Wal-Mart. We can observe this or be an active partner, playing a role in addressing 
the challenges [of RFID].”
	 Senator Dorgan has welcomed RFID manufacturers to his state, but his 
enthusiasm for political meddling in the market should send shivers through 
the tech community’s spine. For as much as congressional attention might bring 
federal pork, it also changes the environment. Decisions that should be based on the 
marketplace instead become influenced by political favors and pressure. 

politics and technology 
Politicians should not be deciding how to design and implement this technology, 
from either an efficiency or security perspective. That role should go to those in-
volved in creating and using the technology, and it’s time for tech experts to say so. 
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If they don’t, political agendas could get in the way of a positive future for RFID. 
And the senator is not alone in his interest.
	 Lawmakers in at least five states, including California, are considering RFID 
legislation. But why legislation is needed at this time, other than to assuage fears 
whipped up by professional privacy hawks, is unclear.
	 There is no current harm taking place as a result of RFID. That’s not to say it could 
never happen, but legislators should not be exploiting a scared public to score politi-
cal points. This is not the way to make policy or ensure the best use of technology.
	 Imagine if talk-show host Phil Donahue had been successful in convincing 
American legislators to stop the rollout of bar codes. As CNet’s Declan McCullagh 
wrote recently, in the 1970s Donahue was telling his audiences that bar codes 
would allow “grocery stores to trick consumers.” The reality is that “the humble 
bar code saves Americans more than $17 billion a year in grocery stores alone.” 

privacy issues and advocates 
One of the fears current privacy advocates often discuss is the possibility that 
attaching RFID tags to individual products will allow thieves or others with an RFID 
reader to be able to tell from the outside what’s in someone’s home.
	 Because this is a plausible scenario, before Wal-Mart or any other store starts 
labeling individual products (right now they are only labeling cases and pallets), they 
will have to find a way to address this potential problem. For instance, they could 
commit to offering “kill command” readers that turn off the RFID tags permanently 
when consumers leave the stores.
	 Another issue is that stores could be able to see what product people pick up 
but don’t buy, allowing greater insight into consumer behavior. This concern seems 
less likely to bother the average consumer, because many are willing to give away 
privacy for a Big Mac.
	 Indeed, one could imagine a scenario in which consumers want a discount, so 
they pick up products and put them down to trick the retailer into giving them deals. 
But if this type of tracking did become a concern, it seems likely that other stores 
would rein it in with ads enticing customers to enter their “hassle-free” store.
	 RFID is poised to revolutionize retail and other areas of commerce, but it will 
only reach its full potential if allowed the flexibility to respond to market demands. 
If industry insiders don’t step up and take on the professional privacy hawks and 
scheming politicians, we could all lose out on what promises to be an extremely 
useful technology. 
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RFID Rights and Wrongs

< February 18, 2005 >

Every year, the RSA security conference convenes in San 
Francisco to discuss the latest technology and issues involved in information 
security. The event still feels a bit like pre-tech bubble days, with free gizmos galore, 
but the topics, such as identity management, look to the future. One of the more 
contentious issues involves the use of RFID, or radio frequency identification tags. 
	 RFID is like a bar code on a cereal box, but different in that it has a microchip 
that listens for a radio query and responds by transmitting a unique code. At one of 
the panel discussions, security architect Daniel Houser discussed some of the privacy 
issues that could crop up in the case of poorly rolled out RFID systems. Imagine, for 
instance, if everyone had RFID chips implanted in their arms or even just attached 
to their cell phones. “People could know where you are at all times,” he said. 

more transparent future 
At the moment, RFID readers have a maximum range of several meters, so it would 
be difficult for individuals to be globally tracked using the technology. But his point 
is important. We are entering a world where technology has the potential to expose 
more of our activities.
	 Of course, when one considers other technologies already on the market, one 
realizes that RFID is not the only potential way to log individual movements. People 
can already be tracked wherever they go by their cell phones, but that hasn’t caused 
panic because, for the most part, only cell phone companies have access to that data. 
	 A similar situation exists with emergency systems that can locate a vehicle 
remotely and send help or unlock car doors. The real issue is not what the technology 
can do, but how human agents use it.
	 For instance, at Brittan Elementary School in Sutter, California, officials forced 
students to wear photo and RFID tags around their necks at all times. Parents became 
outraged not only because they felt the school was treating their children like cattle, 
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but also because the school was jeopardizing child safety by putting the names and 
photographs of the kids directly on the ID tags, where anyone with or without an 
RFID reader could see them. 

implementation key 
That was poor implementation and security management by the school, but it 
doesn’t mean that RFID chips can’t be used in more positive ways. For example, 
Joseph Krull, an executive at Virtual Corporation who was in attendance at the 
RSA conference, showed off the small dot on his arm where he recently implanted 
an RFID chip.
	 All the chip has on it is a number, so if anyone were to walk by and scan his arm, 
the only thing exposed would be a long string of digits. The number is connected to 
his name at a secure database at Verichip, the company that makes the implantable 
RFID devices, and only authorized personnel can access it.
	 Information that Mr. Krull chose to attach to his RFID number is his name and 
address, blood type, allergies, doctor’s name and contact info, and a next of kin in case 
of emergency. Essentially, Mr. Krull’s chip is the twentieth-century version of a medical 
bracelet. If he ever winds up at a hospital unconscious, he’s hoping the device could help 
save his life. Using RFID technology in this way could be extremely valuable to society.
	 Imagine the lives that could be saved if chips give doctors information that 
patients can’t convey because of medical conditions. But just because there are good 
uses for RFID does not mean that society should be complacent. 

tune in to society 
It was a good sign that parents became outraged at the school’s poor use and 
implementation of RFID technology, and it makes sense that no one would object 
to Mr. Krull seeking out a more reliable medical bracelet. What these two examples 
demonstrate is the need for companies that make these technologies to be very 
careful about the markets they choose and how they go about implementation.
	 If they don’t make sure their products fit with societal expectations of proper 
information management, they will quickly lose their market and even risk being 
regulated by government bodies.
	 InCom Corporation, the company that was in charge of the RFID program at 
Brittan Elementary School, withdrew from the project this week. This is a good 
lesson for others involved in the information management space. As technology 
advances, the importance of information security increases, making conferences like 
RSA even more significant in the future. 
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Digital Village: 
A Lesson from London

< July 15, 2005 >

The subway and bus bombings in London on July 7 added new 
fuel to the continued debate over security and liberty in a high-tech world. But it 
remains an open question whether the two must be opposites. 
	 “They that can give up essential liberty to obtain a little temporary safety deserve 
neither liberty nor safety,” Ben Franklin once said. That sentiment is what drives many 
in the civil-liberties community to fight against government use of national ID cards and 
surveillance cameras. Franklin makes a good point but his words “essential” and “tem-
porary” muddy the waters. For instance, consider surveillance in the United Kingdom.

keeping the peace
Civil-liberties advocates are quick to point out that London is one of the most heav-
ily videotaped places on earth. One cannot walk around the city without being 
filmed almost every step of the way. Yet such heavy surveillance did not prevent the 
7/7 bombings and the deaths of over fifty people.
	 The bombings seem to be evidence that the security function of cameras is flawed 
and therefore not worth whatever amount of liberty one might lose as a result of 
the system. Of course, it’s impossible to say how many bombings might have been 
prevented by the cameras, which also appear to be accelerating the investigation, 
launched by a call from a worried mother.
	 In the evening of July 7, Maniza Hussain called police to say that her 19-year-old 
son Hasib had traveled to London and was missing. She gave detectives a photograph 
they compared with the video footage from London’s subway network. It turned 
out that Hasib was one of four men who walked into the King’s Cross Station with 
army-style backpacks. Investigators then linked two of the other men in the footage to 
bombings at Aldgate Station and Edgware Road, where their identification was found.
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liberty, privacy
These leads are valuable and go a long way toward helping fight what privacy 
author and security expert Dennis Bailey calls the “power of one.” That is, we are 
now living in a world where one person or a small group of people armed with the 
right materials can wreak havoc, even on a superpower. Even with that reality, some 
civil-liberties advocates argue a larger threat exists from the creation of a big brother 
that could abuse its surveillance powers.
	 In Open Society Paradox, Bailey argues that the choice between security and liberty 
is false and suggests that it is possible to have both, if information flows freely and 
individuals can be authenticated. To that end, the book argues for surveillance, 
national ID cards, and data mining. A key argument is that government is not the 
only player to have access to information.
	 Instead, Bailey envisions a society where everyone will have access to data about 
others, placing everyone in a sort of digital village where social pressure and norms 
rule the day. One can make a good case that London is already an example.

brave new world
While the police videos were rolling, so were those of passengers with video 
capabilities on cell phones. As the Los Angeles Times reported, “U.S. and British television 
networks began airing the first footage of the aftermath—dim images of shaken 
commuters streaming through a smoky underground tunnel. The video provided an 
immediate and intimate look at the scene but was hardly polished or professional. 
That’s because it was shot by passengers with mobile phones—the first widespread 
use of that technology in covering a major breaking news story.”
	 The use of cameras is dispersed throughout society, making it less likely that big 
brother could get away with doing something without anyone noticing. Indeed, in 
a recent speech at the Pacific Research Institute, Bailey said that with new technol-
ogy “it’s almost impossible to keep a secret in Washington, D.C.” With the recent 
scandal there, Karl Rove is likely to agree.
	 It is impossible to stop the advancement of technology, and it is dangerous to 
hamstring government attempts to fight terror. The threat of big brother is always 
real, but perhaps the best way to prevent it is to encourage an active and techno-
savvy population. 

 



82//digital dialogue

Reconsidering Total 
Information Awareness

< August 5, 2005 >

Following the example of the United Kingdom, San Francisco 
officials have installed two surveillance cameras in a high-crime area. This popular 
trend is perhaps only the beginning of an “always on” surveillance society. 
	 Compared with the 4.2 million cameras installed in the UK, San Francisco’s two 
are perhaps laughable. Even so, they made Mayor Gavin Newsom squeamish.
	 “It took me a year to be convinced that cameras were the right thing and I’m still 
not convinced,” he said. In his worries about civil liberties and the potential abuse 
of surveillance power, the mayor is far from alone.

raging against the machine
Left-leaning privacy watchdogs continue to rage against the machines and high-pro-
file individuals like former Republican Congressman Bob Barr argue that American 
liberty is on an “endangered list.” Is it?
	 Liberty has not degraded in either the UK or the United States, but monitoring 
technologies continue to spread quickly. At the same time, the ability to catch ter-
rorists and criminals has accelerated. Does this mean that concerns are overblown 
and that freedom-lovers can sit back and relax?
	 No, the adage that eternal vigilance is the price of freedom remains true today. 
However, there’s now proof that surveillance technologies can be deployed without 
harming liberty. But for it to work in the long term, conditions must be right.
	 Government must maintain transparency and hold no monopoly on technology 
tools. At least one of these conditions has been met and the other, perhaps ironically, can 
be achieved through more technology, not less. Already, because of innovation and capa-
bilities driven by Moore’s Law, citizens in many countries enjoy access to small cameras 
and videophones that can record everything that government cameras can capture.
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changing mindsets
Indeed, after the 7/7 London bombings, it was footage from commuter’s videophones 
that the major television networks relied upon. Literally within minutes people were 
blogging and uploading images to the Internet. But technology deployment is often 
an easier task than changing bureaucratic institutions that have an incentive to stay 
out of the spotlight.
	 Creating government transparency so that tech-savvy populations can watch 
the watchers will be tough, but could be bolstered by programs that monitor 
when and what data government employees access. Artificial intelligence could 
also be used to monitor connections between various actors in government to 
predict who might be misbehaving.
	 Does that sound a lot like a controversial program associated with a figure from 
the Iran-Contra scandal days? It should, and that’s ironically the type of plan that 
could help protect civil liberties. In the fight for freedom, technology is not the 
enemy. It is a tool that can be used by all sides.
	 Yet ever since the Defense Advanced Research Projects Agency announced plans 
for a Total Information Awareness (TIA) program to use Americans’ personal data in 
predicting terrorist behavior, privacy advocates have been fruitlessly trying to stop 
the technology. Sure, it’s true that TIA was officially shut down, but there are reports 
that work is still being done, and of course there have been similar developments 
like the MATRIX and others.

accept the inevitable
The point is that the growth of technology can’t be stopped, and if the system works 
to find terrorists, it can be used to find bad government actors as well. This is what 
those who are eternally vigilant should be working toward.
	 A recent poll by privacy certification group TRUSTe showed that most Americans 
like the idea of adding biometric data to identification like driver licenses (74 
percent), social security cards (75 percent), and passports (79 percent). These 
figures tell a story of a population sick of ID theft, but they also reveal that the 
American public feels confident enough that technology can be implemented in a 
liberty-abiding fashion.
	 It’s time to accept the ideas behind TIA-type systems and use them both to catch 
terrorists and to keep a watchful eye on those who would erode liberty. 
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Printer-Spy Caper Threatens 
Freedom

< October 21, 2005 >

The next time you print a summary of your favorite James 
Bond film, you should consider that there might be more than one spy on the 
page. That’s because printer manufacturers and the U.S. Secret Service have been 
quietly collaborating to track documents—a worrisome revelation. 
	 An announcement by the Electronic Freedom Foundation (EFF) that their staff 
cracked the code Xerox uses to secretly tag documents printed by color laser printers 
recently put the issue in the spotlight.
	 “At the request of the United States Secret Service, manufacturers developed 
mechanisms that print in an encoded form the serial number and the manufacturer’s 
name as indiscernible markings on color documents,” the EFF’s white paper says. 
But no need to take the EFF’s word for it—the secret markings can be found by 
anyone with a blue light and a magnifying glass.

why the secrets?
Law enforcement claims that the purpose of the secret markings is to help catch counter-
feiters. “It’s to protect our currency and to protect people’s hard earned money,” Secret 
Service spokesman Eric Zahren told the Washington Post. Fighting thieves is indeed an im-
portant task, but that begs the question of why the government made such a huge policy 
decision behind closed doors, putting American privacy and freedom of speech at risk.
	 If an anti-theft device is to be effective, it must be useful regardless of whether 
anyone knows about it. The idea that secrecy is needed for efficacy is reminiscent of 
the encryption debates of the late 1990s when the technology community thoroughly 
rejected secret deals such as government-coerced backdoors into secure codes.
	 Government has no business dictating the design of widespread technology 
devices, especially when the design makes it easy for governments, or anyone else 
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for that matter, to spy on Americans. Since anyone with common tools can view 
the printer’s encoding, it could put important anonymous speech at risk. One can 
imagine a scenario in which one person creates two documents, one with that 
person’s name on it and the other anonymous. If another individual were to use a 
blue light to compare the two documents, the anonymity of the second document 
would disappear. That could be bad in a business setting or from an anonymous 
political-speech point of view.

abusing power
What truly disturbs is the “trust us” attitude that radiates from government agencies. No 
one should assume that the government won’t abuse its spy powers. Recall the famously 
intrusive J. Edgar Hoover’s FBI which illegally wiretapped the Reverend Martin Luther 
King and Vietnam War protesters. But on the printer issue, the government is not solely 
responsible. Printer manufacturers and, apparently, banks were in on the scheme, too.
	 One could argue that the printer companies were just doing what they needed 
to do in order to make sure they could sell their wares. But that’s the same sort of 
argument that Yahoo and others make when explaining their complicity with a 
rights-abusing Chinese communist dictatorship.
	 Consumers should reject that excuse and demand that technology producers 
inform customers if there are tracking devices in the products they sell, particularly 
when those devices are used as extensively and for so many sensitive purposes as 
printers. Like the cell phone cameras that captured the London bombings before 
government or big business got to the scene, the EFF has demonstrated that when 
everyone has access to technology tools, the truth comes out and has less chance of 
being manipulated by the powers that be.

vendors’ responsibility
Xerox, Canon, and other guilty printer makers should work quickly to fix this public-rela-
tions gaffe and come clean if they are aware of any other such schemes. Americans should 
demand that their government not operate like foreign authoritarian regimes and make 
it clear that deployment of blanket spy technology is not acceptable in a country that is 
supposed to stand for freedom. Legislators should also pose some hard questions.
	 How many counterfeiters has the secret-code printer scheme actually caught? 
Eric Zahren of the Secret Service didn’t say. The figure is likely very low.
	 The time, money, and ingenuity that went into the printer-spy caper would be 
better spent in ways that actually catch criminals and terrorists without endangering 
key liberties. But perhaps the printer spy need not be entirely scrapped. It could still 
be used to track waste and misconduct by government employees.
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Dopey Internet Legislation 
Hurts Kids

< May 19, 2006 >

Social networking Web sites like MySpace, Friendster, 
and Facebook are becoming increasingly popular with the nation’s youth, 
prompting attempts to control the medium. However, though protecting children 
is the goal, the outcome is too often the opposite.
	 Recently proposed legislation by Congressman Michael Fitzpatrick, a 
Pennsylvania Republican, threatens to effectively stop minors from accessing social 
networking sites in schools or libraries. His Deleting Online Predators Act (DOPA) 
would prohibit schools and libraries from allowing access to a commercial social-
networking Web site or chat room through which minors might be subject to 
sexual material or advances. For many kids, that amounts to a ban on using the 
sites from anywhere outside the home. 

spreading safe practices 
It’s true that the crowds of young, impressionable people on social networking sites 
have attracted child predators like bees to honey. Indeed, just last month Ameri-
cans were shocked to discover that the deputy press secretary at the Department of 
Homeland Security, Brian Doyle, was arrested during an Internet sex sting. Doyle 
was a high-profile individual and there are others like him.
	 Child predators are a real and serious problem, but the answer isn’t to turn off 
access for legitimate users. A better approach is first to refocus law enforcement so that 
the Internet is a normal place of patrol and, second, to engage parents and businesses.
	 The best way to stop child predators is to teach kids how to protect themselves 
online. Parents and educators have key roles to play, and numerous non-profits exist— 
such as cyberangels.org and staysafe.org—to help spread safe practices. Children need 
to know that dangers exist, and more important, they should practice avoiding them.
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	 It is incredibly important for kids to be safe online, but when laws like DOPA 
threaten to hinder communications in order to stop a few bad apples, everyone 
loses. Recall the fallout after the implementation of the Children’s Online Privacy 
Protection Act (COPPA) in 2000. That law requires Web sites to obtain “verifiable 
parental consent” before collecting personal information from children under 
thirteen years old. 
	 The purpose was to protect kids, but instead the law created negative unintended 
consequences by cutting off good communications. For instance, the popular 
television show Thomas the Tank Engine announced it would stop regular e-mail bulletin 
service because of the law, and NBCi decided to close all e-mail accounts registered 
to kids under 13. There are many other cases of opportunities closed off, especially 
for poorer kids, because of the law. 

empower the individual 
Those supporting DOPA might want to consider that poor children rely more heav-
ily on school and library Internet access than do their wealthier counterparts. Social 
networking sites have become so popular that they are a significant tool for social-
izing and learning from peers. Take that away from the underserved communities 
and that will be one more setback that will cause all sorts of problems, including 
crime, in the future. 
	 Children need to be safe online, but the way to ensure their safety is not by 
cutting off their access to virtual playgrounds. In a free and open society, the best 
way to guard against threats is to empower individuals, especially children and 
parents. If kids do not gain experience in protecting themselves early on, they won’t 
be able to do it later. Lawmakers who truly want to protect kids should reject any 
proposals to ban their access to technology. 
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The Answer to Stopping Spam 
Is in Your Wallet

< February 11, 2004 >

Recently, Bill Gates claimed the problem of spam, the 
annoying unsolicited e-mail that congests the Internet, could be solved in the next 
two years. Some may scoff at this idea, but when one examines the marketplace, 
Gates’s prediction may even seem conservative. That’s because an old idea is finally 
getting some new attention. 
	 For years now, the two methods of fighting spam have been attempts to 
use law and technology. But outlawing spam doesn’t work; spammers just send  
e-mail under other people’s names, often from jurisdictions overseas. And trying to 
filter messages based on their content doesn’t work either. Crafty spammers simply 
change their messages from “Get Viagra” to “Get v1agra” and so on. 
	 The real way to beat spammers is to make them pay. 

perfect in theory
Since it costs nearly nothing for a spammer to send out millions of e-mails, this 
creates incentives to send as many messages as possible, especially because response 
rates are so low. The key question then becomes how to make spammers pay for 
their follies. One method is called e-stamps. 
	 The e-stamps model works just like it sounds. In order to send mail, the sender 
would have to attach an electronic stamp; corporations would pay for stamps and 
individuals would get them for free. The idea is perfect in theory, but many have 
attacked it on practical grounds. How would people get stamps and who would run 
the system? Would it be hard for consumers to use? 
	 These questions appear to be answered by a new Silicon Valley-based compa-
ny called Goodmail Systems, which plans to implement an e-stamps-type program 
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through the consumer’s Internet service provider (ISP) so that the transition will be 
seamless. One ISP, Yahoo, already has indicated interest in using the system, so time 
will tell how well it will work. In the beginning, Goodmail says, it will set a default 
price of one U.S. cent to enter a user’s in-box. 

opting out through systems
“We will introduce a new class of e-mail that addresses the root economic causes of 
spam and restores e-mail to a medium consumers can rely on,” said Goodmail CEO 
Richard Gingras. 
	 But what about consumers at ISPs who are not part of the stamping system? 
When they attempt to send e-mail to someone on the system, a message would 
come back directing them to a page where they can buy a stamp. Not a perfect solu-
tion at first, but if the system works, most ISPs will offer the stamps themselves. 
	 The great thing about an e-stamp system is that if a user gets an e-mail he or she 
doesn’t want, the user can simply click on the opt-out button at the bottom of the 
message. Unlike current arrangements, the opt-out lists will be enforced because the 
system, not humans, will enforce it. 
	
good news for consumers
This is good news for consumers because they will have more control and will be 
able to avoid the perpetual false positives associated with current spam filters. The 
plan is also valuable because its content-neutral nature steers it away from free-
speech problems that arise with other solutions. 
	 This is the first time consumers have come close to obtaining a spam solution that 
effectively implements the pure e-stamps theory that many, including myself, have 
been advocating for years. If Goodmail and its test-case ISP hold true to the e-stamp 
model, consumers could very well see a spam-free Internet in the near future. 
	 Legislators itching to pass more spam laws should hold off and let the market-
place deliver the solution. 
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Can Bad Spam-Fighting Ideas

< June 25, 2004 >

Last week, the Federal  Trade Commission (FTC) rejected the idea of a na-
tional “do-not-e-mail” registry, and this week a coalition of Internet service providers (ISPs) 
released a set of technical guidelines to help in the fight against spam. Both these actions 
point the way toward the real solution. But first a host of bad ideas needs to be canned. 
	 The first bad idea is that laws alone can stop spam from oozing its way into 
users’ in-boxes. For instance, Jordana Beebe from the San Diego-based Privacy Rights 
Clearinghouse recently said that “the real problem with spam is enforcement” and 
she lamented that few lawsuits have been filed against spammers. 
	 But if Beebe and others in her camp had listened to what the FTC said, they 
would know that the enforcement problem doesn’t stem from a lack of will. It stems 
from the reality that it’s so easy for spammers to hide using fake addresses, open re-
lays, and other tricks. The same goes for Jim Guest, president of Consumers Union. 
	 He gave a nod to the issue of sender authentication but then said that “in order 
to fully combat the problem, the FTC also needs to devote sufficient resources to 
tracking down and prosecuting violators of the law.” This comment reveals an out-
dated mindset that the way to solve a problem is by throwing tons of money at it. 

too easy for spammers to hide 
The reason laws are ineffective against spam is the same reason why a “do-not-e-mail” 
registry would be ineffective: it’s too easy for spammers to hide. And when they are 
found, it’s difficult to impose American law if they don’t live in the United States. 
	 When it came to the “do-not-e-mail” registry, one of the biggest proponents was un-
surprisingly one of the companies that wanted to provide the FTC with registry services. This 
shameless lobbying of government for business highlights another idea that should be canned: 
relying solely on the advice of a company that wants to profit from law and regulation. 
	 The FTC was correct in rejecting arguments from biased business people that so 
obviously clashed with the ideas of most experts in the field. The third bad idea to 
be avoided is government legislation of technology standards. 
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	 One of the reasons the FTC finds it difficult to track down clever spammers is 
that the Net’s design makes it easy for them to be anonymous. This led the FTC 
to conclude that one way to solve the problem of spam is to implement an e-mail 
authentication plan so that spammers can’t pretend to be someone they’re not. 
	 Indeed, it’s an idea that a coalition of top ISPs endorsed this week under the 
banner of the Anti-Spam Technology Alliance (ASTA). 

authentication plan 
Microsoft, AOL, Yahoo, and others are examining the possibility and have different 
ideas about the best method of authentication. But an authentication plan is not the only 
option and there’s a danger that when the FTC convenes its summit to discuss the issue 
in the fall Congress will think it’s a good idea to legislate an authentication standard. 
	 That would be a huge mistake, as there are so many options still waiting to be 
tested in the marketplace. Impatience and carelessness in working on this issue could 
deny consumers and business the best solution to the problem. 
	 All too often Silicon Valley finds itself in the position of explaining why legislating 
technical standards is a bad idea. Broadcast flags and Gmail are two other instances that 
come to mind here. Anyone involved in the technology sector knows that it’s extreme-
ly difficult to predict what technology is going to be the best. The ability to be flexible 
and responsive to the marketplace is what keeps the industry innovative and alive. 
	 In their document released this week, the ASTA said that “solutions for handling spam 
are technically challenging and may take considerable time to implement. This is why 
we have chosen to pursue multiple approaches.” And even though they didn’t highlight 
it, one of the most promising approaches involves the basic concept of economics. 

forcing senders to pay
If a method can be implemented to force senders to attach a piece of currency to an 
e-mail, that would be a good way of preventing the current deluge of spam. There 
are at least two companies with serious methods of making this work: Vanquish and 
Goodmail Systems, and Goodmail is currently beta-testing its product with Yahoo. 
	 There’s a wide range of potential solutions available to fight spam, and it would 
be incredibly shortsighted for government to preempt marketplace experiments and 
simply pick what it forecasts to be best. 
	 Spam is without a doubt expensive and annoying, but it’s worth waiting for the 
nation’s technology innovators to discover the most effective solution using market 
forces. Ideas that rely on blindly throwing money at the problem, legislating tech 
standards, or depending on a self-interested business lobby should be abandoned.
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Spamalot Revisited: 
Goodmail Trapped in Bad Debate

 < April 7, 2006 >

Despite national legislation, spam remains a menace that 
clogs e-mail in-boxes and costs Internet service providers millions of dollars. One 
California company is trying to stem the flow of unwanted mail, but California leg-
islators are threatening to stand in the way. 
	 AOL has partnered with Goodmail Systems to offer its customers a service called 
CertifiedEmail, which is designed to protect users from phishing and other online 
fraud. This is a good idea, yet the California Senate Committee on E-Commerce, 
Wireless Technology, and Consumer Driven Programming, led by Senator Dean 
Florez (D-Shafter), is second-guessing the concept. 

e-mail tax 
According to the Goodmail Web site, CertifiedEmail service offers legitimate, 
accredited senders the opportunity to assure their messages are reliably delivered 
and presented to consumers as authentic and safe to open. The CertifiedEmail service 
is available to reputable, responsible organizations for a small per-message fee.” 
Charging a fee for the guaranteed delivery of legitimate mail seems like a good way 
to start taking a real bite out of the spam problem, but not everyone agrees.
	 Goodmail’s program “is the beginning of the end of the Internet as we know it,” 
Joan Blades, co-founder of the left-leaning MoveOn.org, told the Florez committee.
	 Those who are frustrated with loads of unwanted mail might think Blades’ com-
ments are supportive of change, but her group and others—like the United Farm 
Workers of America (UFW)—are worried about creating a two-tiered Internet and 
what they call an “e-mail tax.” 
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broken system 
In a February 28, 2006, open letter to AOL, the UFW said that Goodmail’s spam 
solution “is a threat to the free and open Internet” that “would create a two-tiered 
Internet in which affluent mass e-mailers could pay AOL a fee that amounts to an 
“e-mail tax” for every e-mail sent.” The letter is signed by groups like Common 
Cause, which typically don’t rise up to fight taxes, so one might wonder what’s 
really going on. The answer is two-fold.
	 First, some people want everything to be free even if it means the entire 
system is broken for everyone. Second, it is difficult for some people to accept 
change even if it moves the environment in a better direction. It is clear that the 
current system is broken.
	 One need look no farther than one’s in-box to figure that out, but in addition, 
AOL estimates that 80 percent of all e-mail is blocked. That’s a big chunk of mail 
consuming a good deal of ISP resources, and consumers are harmed when they still 
have to deal with the junk mail and scams that aren’t blocked.
	 Those who think that the current e-mail system is “free” need to consider the 
value of time spent dealing with spam and phishing scams. It is indeed free for 
spammers to send mail, yet it is the innocent recipients who pay the price. Where’s 
the common cause in that? 

shifting the burden 
In a move showing the California government’s desire to get involved in high-
tech business decisions, Senator Florez asked AOL to delay implementation of 
the Goodmail system until his committee finishes analyzing testimony. AOL isn’t 
complying, a good thing for its customers, who will see a new spam solution 
sooner rather than later.
	 Governments have already attempted to address the spam issue at both the 
state and federal levels. Their efforts haven’t fixed the problem, and something 
else is needed. AOL and Goodmail are working toward adding a dose of 
economic rationality to e-mail communications in order to shift the burden 
so that unsuspecting consumers aren’t forced to pay for others who have big 
mouths or nasty intentions.
	 Legislators should stay out of the way and let private industry find the right 
solution to the spam problem.
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Battling the “Axis of Old” 
for Broadband

< May 25, 2004 >

President Bush has called for ubiquitous broadband 
rollout by 2007, but to reach that goal, Americans must win the fight 
against the Axis of Old—entrenched interests in government and industry that are 
fighting the progress that comes with new technologies. 
	 The first member of the Axis of Old is the Federal Communications 
Commission (FCC). For the last eight years, FCC regulations derived from the 
1996 Telecommunications Act have strangled phone companies with red tape. The 
constant micromanagement of this sector has squashed innovation and harmed 
America’s ability to compete internationally. 
	 It’s a sorry situation when the nation that invented the Internet only ranks 11th 
in high-speed Internet use per capita, behind countries like Italy and Canada. And 
yet the FCC won’t release its grip. 

communications industry and cash infusion 
Currently, the agency is working to overturn an appeals court decision to vacate 
harmful rules requiring local phone companies to share their equipment with com-
petitors at government-set rates, a policy known by the ungainly name of “unbun-
dling.” If broadband is going to be deployed faster and better, as President Bush 
hopes, the communications industry needs an infusion of cash. But investors are 
unlikely to offer help if they think the company in which they’re investing will have 
to share its property with competitors. 
	 The second force in the Axis of Old consists of state public utilities commissions 
(PUCs). A case in point is the California PUC, which voted this week to regulate 
California’s wireless industry. The new rules contain useless provisions, such as 
how large the font size should be in a customer’s bill. And because wireless com-
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panies now will be subject to new bureaucratic filing, administrative procedures, 
and reporting requirements, prices for wireless services will rise, slowing the march 
toward broadband. 
	 With moves like this, President Bush should start sweating about achieving his 
timeline. California Governor Arnold Schwarzenegger should be embarrassed that 
his state, which is supposed to be technology friendly, is allowing its representatives 
to act like Luddites destroying factories. As California Chamber of Commerce Presi-
dent Alan Zaremberg said recently, the California PUC is sticking “its fingers into 
the highly competitive wireless industry for no good reason other than it can.” 

special interests and irrational regulations 
The third prong in the Axis of Old consists of the special interests and companies 
that benefit from irrational regulations. A key example is AT&T, which has made a 
business out of whining to state and federal legislators that it can’t possibly com-
pete in the marketplace if there aren’t rules that let it free-ride on its competitors’ 
networks. After the current telecom mess is resolved, many telecom analysts fully 
expect AT&T’s lobbyists to begin a profitable business selling bridges in Brooklyn. 
	 At the moment, however, AT&T lobbyists are spending their time telling federal 
regulators that it is highly unlikely AT&T will be able to cut a deal with SBC without 
government intervention. But the mischief doesn’t end at the federal level. 
	 This month, AT&T and other groups like the California Cable Association were 
successful in stopping proposed California state legislation that would have required 
the PUC to streamline outdated telecom regulations. AT&T’s interest is obvious, but 
if anyone’s wondering why the cable companies don’t want phone companies to rid 
themselves of the state’s bureaucratic morass, it’s because cable now competes with 
the telecom industry to provide broadband. 
	 California Assemblyman Keith Richman argues that “California policy makers 
need to let new technologies flourish without the threat of heavy-handed regula-
tions that thwart the development of products and services that help consumers and 
businesses.” He’s right, and his bill would have been a step in the right direction 
toward the goal of serious broadband rollout by 2007. 

outdated rules on the books 
What most people outside the telecom industry don’t know is that there are a whole 
host of outdated rules on the books, such as one that forces telephone companies 
to count the number of minutes it takes to answer a customer call—and penalizes 
them if it takes too long. 
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	 That type of rule is ridiculous in an era where if someone doesn’t like the service 
the phone company gives them, they can switch to another company or use a cell 
phone or Voice over Internet Protocol (VoIP). The reactionary Axis of Old knows 
this but doesn’t want anyone to realize it, because that would threaten the control 
and benefits they reap from the old rules. Fortunately, a brave few are trying to drag 
telecommunications policy into the twenty-first century. 
	 One is FCC Chairman Michael Powell, who tried to start fixing the nation’s tele-
com woes with the Triennial Review but was outvoted by his fellow commissioners. 
There’s also California PUC Commissioner Susan Kennedy, who has shown great 
courage and leadership on several telecom issues, including noting that opposition 
to Richman’s streamlining bill was “ideological, not fiscal” in nature. 
	 Broadband is what America needs to be competitive and create more jobs for 
the future. President Bush knows this or he wouldn’t have made a point of setting a 
deadline for its rollout. To reach this goal, the Axis of Old must be defeated. If it is 
not, the price will be high indeed. 
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The Future of Broadband 
Starts Now

< June 18, 2004 >

Last week brought some good news for those who wondered 
if the Bush Administration would ever act to clean up the nation’s telecom mess. 
The Administration has finally taken its first real step toward its goal of ubiquitous 
broadband. 
	 U.S. Solicitor General Theodore Olson, who represents the federal government in 
cases before the Supreme Court, announced last week that he would not appeal a re-
cent D.C. appeals court decision vacating Federal Communication Commission (FCC) 
rules that forced local phone carriers to share parts of their networks with rivals. 
	 This move is a win for consumers and the telecom industry because it indicates 
that the federal government acknowledges the fallacy of the Reed Hundt–era notion 
that government is better than the marketplace at creating competition. And while 
companies that benefit from regulation are obviously miffed that their free ride on 
competitors’ networks is slowly coming to an end, consumers are celebrating. 
	 The Cuban American National Council, for example, issued a statement saying, 
“This decision eliminates one more hurdle in the long battle to end the regulatory 
chaos stifling broadband deployment.” 
	 Harry Alford, the president of the National Black Chamber of Commerce agreed. 
“The business community, particularly the small business community, is going to 
benefit from this exponentially and that will result in more jobs and expendable 
dollars in the marketplace,” Alford said.
	 Indeed, those who lamented the fact that President Bush had no real plans for 
achieving the goal of ubiquitous broadband by 2007 have been given a glimmer of 
hope that industry may get the regulatory reprieve it needs to match other countries, 
such as Japan and South Korea, that have much faster broadband than the United 
States. But the long road toward fixing the nation’s telecom mess is only beginning.
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	 A host of detrimental regulations remain in effect. And while the FCC also said 
last week that it would not seek to appeal the D.C. court’s ruling, AT&T and other 
companies that use government intervention as a competitive tool are pressuring 
state public utilities commissions to take up their cause. 
	 California’s Public Utilities Commission has indicated it might appeal to the 
Supreme Court, but given that the FCC isn’t on board, the move is mostly a warning 
that state utility commissions are the next big hurdle on the path to true competi-
tion. And they will be a big hurdle, especially since state commissions still have the 
power to review leasing rates before they are raised. 
	 Over the next few months, expect to see arguments by free-riding companies 
that price control rules need to stay in place in order to promote competition in the 
local phone market. But these assertions are pure bunk. 
	 There’s plenty of competition in the regular phone service market, fiercer now 
that cell phones and voice over Internet protocol (VoIP) provide serious alternatives 
to a regular phone line. In a statement released this week, a group of former Califor-
nia PUC commissioners, including Mitch Wilk, Josiah Neeper, Henry Duque, and 
Richard Bilas, made this important point.
	 “Consumers have more choices today than ever,” they said. “Local phone service 
alternatives are provided by multiple wireless networks, by cable telephony, and 
increasingly by VoIP that turn the Internet into an economical and flexible phone 
network accessible almost anywhere.” 
	 And if telephone companies were offered a more stable and less litigious 
regulatory environment, the broadband that allows inexpensive phone calls, among 
other important benefits, could be rolled out faster because investment would be 
less difficult to obtain.
	 The next step FCC Chairman Michael Powell and the Bush Administration 
should take is to encourage state representatives to relax local regulations. Perhaps 
California can be a starting place. 
	 Near the end of this year, Governor Arnold Schwarzenegger will have 
the opportunity to appoint two new PUC commissioners when the terms of 
commissioners Loretta Lynch (January 2005) and Carl Wood (December 2004) 
expire. If the governor replaces them with solid, clear-thinking individuals, it would 
go a long way toward revitalizing the sagging telecommunications sector. 
	 It’s a relief that the Bush Administration is finally showing some leadership on 
this issue. For much too long, the nation’s so-called small government leaders have 
ignored the regulatory morass that’s been dragging down the telecom sector and 
damaging American competitiveness. 



broadband regulation//107

	 Perhaps President Reagan’s recent passing reminded Republicans that red tape 
can seriously harm innovation. In an inspiring tribute, Arnold Schwarzenegger 
quoted Reagan saying, “If you are afraid of the future, then get out of the way, 
stand aside. The people of this country are ready to move again.”
	 The people of America are ready for ubiquitous broadband. The nation’s regula-
tors should get out of the way and let it happen.
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The Future of Advanced 
Communications

< February 25, 2005 >

This week, the California Telephone Association met in Monterey, 
California, to think about the future of advanced communications. The topics that 
these small telecom companies discussed will affect consumers across the country. 
	 Predictions are difficult, but as musician Webb Wilder once said, it’s easy to “take 
a hint.” The hints in communications fall into two general categories: regulatory 
policy and technological innovation.
	 Regulatory policy is incredibly important, because when government rules 
become onerous, they quash commerce and innovation. That’s what happened after 
the Telecom Act of 1996. The act allowed the Federal Communications Commission 
(FCC) and state public utilities commissions around the country to impose price 
controls and “forced access” rules on telecom firms. 

deregulation spurs growth 
Companies like SBC and Verizon were forced to share their lines with so-called 
competitors at below-cost, government-set rates. This type of policy is a disaster, 
not only because central planning was shown to be faulty many years ago, but also 
because when people are told they have to share their property with others, they 
tend to not want to invest in the “commons.” And that’s precisely what happened.
	 In California, for example, SBC slashed spending from $8 billion in 2002 to $5 
billion in 2003. Jobs followed this trajectory. While general employment in Califor-
nia has been slowly growing over the last couple of years, there have been huge job 
losses in the telecom sector.
	 In order for the communications industry to have a brighter future, government 
needs to step out of the way and let firms serve consumers. That means deregulation, 
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which comes with a number of benefits such as increased flexibility and activity. 
And when that happens, there’s greater competition and economic growth. 

technological innovation 
Growth creates more jobs, which leads to faster innovation, more capital investment, 
and a stronger America. Then there’s technological change.
	 The future is just as dependent on new technologies as it is on the proper 
environment in which those inventions can thrive. There have been many tech 
advances in recent years, but perhaps most important to the communications 
industry is voice over Internet protocol (VoIP).
	 VoIP works by taking sound and converting it into packets of computer data that 
are sent across the Internet and reassembled into sound at the specified destination. 
What this means is that telecom companies now compete directly with cable com-
panies, wireless, satellite, and broadband over power lines, because VoIP calls can 
be made over any of those networks.
	 And now that telephone calls can be turned into packets of data, it opens up the 
possibility of networking all consumer communications and data streams—in other 
words, the centralization of data. 

tomorrow looks different 
Think about phone use for a moment.
	 We are moving to a world in which someone can call me and I’ll have the 
choice of whether to answer it using my cell phone, my office land-line phone, or 
my at-home VoIP connection, depending on where I am. That’s the decentralization 
of tools, but the centralization of data, in the sense that it’s all together. I won’t need 
to have three different numbers; I can have just one, and access it at different points. 
But the telco companies at the CTA meeting were also interested in content.
	 The current thinking is that in order for communications companies to compete 
with one another, they will have to offer different content from their competitors. 
That means partnerships with Hollywood types and independent artists.
	 One of the CTA participants discussed partnering with a hip-hop star who is 
offering his own ring-tone/screen-saver package every month. With the U.S. ring-
tone market now in the billions of dollars, that makes good sense.
	 The future of communications looks much different than it did a few years ago 
when government micromanagement was the rule and technological change was 
more difficult. In the year 2005, things will look better if there’s a serious reality 
check on regulatory structures and if technological innovation is allowed to thrive. 
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X Marks the Start of 
Broadband Reform

< July 1, 2005 >

The U.S. Supreme Court this week ruled against Brand X, 
a small California company that sells Internet access. This ruling is good for 
consumers and marks the beginning of what could be much-needed reform in 
broadband policy. 
	 In a 6–3 decision written by Justice Clarence Thomas, the high court overturned 
a decision that would have forced cable companies to share their networks with com-
petitors, including Internet access providers. This type of “forced access” is mandated 
for telecom companies under the 1996 Telecom Act, but the Federal Communications 
Commission (FCC) decided that these arcane rules don’t apply to cable. 

information vs. telecommunication 
The FCC’s reasoning said that since cable companies are classified as an “information 
service” and not a “telecommunications service,” that means they are not subject 
to the 1996 Act’s forced access rules. Brand X and other broadband re-sellers didn’t 
like that idea, so they filed in federal court. 
	 There are many reasons that the Brand X loss is a positive development, but 
perhaps the most obvious is that it keeps market negotiations alive. 
	 If the Supreme Court had ruled that cable companies must open their lines, 
that would have given firms like Brand X and Earthlink a government-mandated 
advantage in what would otherwise be a market-based negotiation. And when 
government starts picking winners and losers in the marketplace, consumers suffer. 
Brand X can still re-sell high speed broadband access on cable lines, but in order to 
do so, it will have to play by market rules, just like other businesses. 
	 There’s also the investment issue. If companies think that their competitors will 
get to use their infrastructure at prices that don’t reflect market realities, they tend 
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to stop investing, especially in an area as costly and high-risk as broadband. That’s 
what happened in the telecom space and the reason why cable still outpaces DSL by 
a significant margin. 

fair and balanced market 
Brand X and some self-designated consumer advocates attempted to spin the Court’s 
ruling as anti-competitive, but nothing could be further from the truth. Brand X is 
a re-seller of cable service, not an owner of the lines. Therefore, it does not really 
introduce more competition into the market; it just looks like it if the retail versus 
ownership structure is unclear, and to most people, it is. But now that the Supreme 
Court has ruled in favor of the FCC’s deregulatory direction, perhaps things will 
turn around in the entire broadband space. 
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Beware the Double 
Definitions of 
“Network Neutrality”

< January 20, 2006 >

The debate over “network neutrality” recently heated up 
with the release of seemingly conflicting poll results from two consumer organiza-
tions. Of course, the devil is always in the details, and much of the debate is about 
whether or not to regulate the Internet preemptively. 
	 Survey results released on January 18 by the Consumer Federation of America 
(CFA) showed that 70 percent of respondents “were concerned about providers 
blocking or impairing their access to Internet services or sites, such as Internet tele-
phone service or online retailers like Amazon.com.”
	 It’s no surprise that consumers dislike the idea of being blocked from visiting 
their favorite sites on the Internet. When one company tried to block an Internet 
phone service last year, consumers were horrified and the Federal Communications 
Commission (FCC) correctly put a stop to that destructive behavior. However, the 
reality that consumers don’t like to be hamstrung on the Net is a red herring. 
The current debate actually centers on the question of whether to stop Internet 
service providers (ISPs) such as Verizon or Comcast from charging more for faster 
Internet services.

pay more, get more 
The other survey, released on January 17 by the American Consumer Institute, 
addressed the real concerns. It showed that “84 percent of online households want 
the option of premium Internet services that are faster, safer and more reliable.” This 
means that if Verizon wants to make a deal to ensure Movielink content downloads 
fast and efficiently no matter how fast the consumer’s broadband connection is, 
consumers would probably like that outcome.
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	 That might seem like a no-brainer, but some content companies, and the pro-
regulatory CFA that is playing along with them, are upset because they don’t like 
the idea of paying more for better services. Regardless of how much they kick and 
scream, in the real world that’s how things work.
	 Indeed, Google, one of the companies frequently cited as opposing ISP experi-
mentation with new business models that charge for extra speed and bandwidth, 
makes its money from the same concept. If an advertiser wants better positioning 
on the search engine, it pays more.
	 Advertisers could argue that Google is discriminating by not being “neutral” 
in their ad placements, but they’d be laughed right out of any lawmaker’s office. 
That’s exactly what should happen with the “neutrality” issue when it comes to 
broadband, except that the content companies, including one that is not supposed 
to be evil, are working hard to conflate the real issue with freedom to access Web 
sites on the Net. No one should fall for this political trick. 

market forces 
Companies should be allowed to choose the business model that works best in a 
market economy, and partisans of regulation should reevaluate their stance. History 
shows that a heavy regulatory regime, such as the forced access mandates under the 
1996 Telecom Act, were a disaster and put Americans at a disadvantage by slowing 
the deployment of high-speed Internet services. Those damaging regulations have 
been addressed through a combination of FCC actions, court decisions, and techno-
logical changes, and the time is now to start treating telecommunications firms like 
any other technology company.
	 Internet Protocol Television (IPTV) is on the cusp of taking off and providing 
real competition for the clunky and expensive cable system that makes American 
video entertainment so pathetic. In order to provide this service, the networks 
require upgrades, and the upgrades only happen if investors believe that it is worth 
their while to fund them. This means that ISPs need to be able to try various ways to 
recoup their investments while making their customers happy.
	 The American Consumer Institute’s survey indicates that consumers want better, 
faster, secure services, and are willing to pay for it. If lawmakers decided to regulate 
the Internet preemptively and disallow the provision of premium services, everyone 
would be worse off, including those whose main job is sorting data. 
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Net Diversity Threatened by 
Neutrality Advocates

< May 5, 2006 >

There’s a policy issue before Congress so pressing that even Hol-
lywood actors like former Charmed star Alyssa Milano are blogging about it. It’s called 
Net neutrality, and its purpose is to control what network owners can charge for their 
services. Such a plan would harm consumers and crush diversity on the Internet.
	 Milano, who seemed to be mimicking a press release by Democratic Web site 
Moveon.org, referred to Net neutrality as “the Internet’s First Amendment.” This 
characterization is flawed, as the concept of Net neutrality would mean greater 
government regulation of the Net, leading to less freedom. 

web access 
Proponents of Net neutrality assert that if government doesn’t pass laws to control 
what broadband providers like Verizon and Comcast can charge for using their ser-
vices, then somehow consumers will be blocked from going to their favorite Web 
pages. That’s a pretty outrageous claim, given that the broadband market is becom-
ing more competitive every day.
	 It’s also an odd argument to make given that network owners have specifically 
said they wouldn’t block Web sites, and the Federal Communications Commission 
(FCC) would clearly sound an alarm to lawmakers if such an abuse occurred. In-
deed, even supporters of Net neutrality have noted these facts.
	 In writing for Slate.com, Tim Wu noted that “the cable firms and the Bells have 
(to their credit, but under pressure) sworn off blocking Web sites. Instead, they 
propose to carve off bandwidth for their own services—namely, television—and, 
more controversially, to charge selected companies a toll for ‘priority’ service.” 
Wu’s comments help isolate the goals of such Net neutrality supporters as Internet 
giants Google and Yahoo. 
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more service, more money 
It appears that those companies don’t want to pay more for using more services, 
and they are trying to scare lawmakers into writing each network’s business plans 
into stone. That would be a disaster and harm future innovation, a situation that 
consumers have unfortunately seen before in the communications marketplace.
	 When regulators tried to promote competition in the telecommunications 
market by forcing telephone companies to share their networks at government-
controlled prices, investment in the networks shrunk and innovation slowed. It was 
only in the non-regulated area of the communications market that revolutionary 
new technologies were created.
	 For instance, Voice over Internet Protocol (VoIP) and Internet Protocol TV 
(IPTV) are two new technological feats that make communications services cheaper 
and more convenient, but the environment that led to their creation is at risk if 
manipulative e-commerce companies get their way.
	 Net neutrality proponents are ultimately pushing for a uniform system of old-
style regulation on a currently vibrant medium. That is, by trying to make broadband 
network providers treat everyone in the same manner, neutrality proponents call for 
a regime that Precursor founder and CEO Scott Cleland labels “sameness.”
	 “Applying monopoly regulations to a competitive market would have the 
nonsensical outcome of outlawing the development of choices for consumers 
through competitive innovation and differentiation of networks,” Cleland wrote in 
a recent report. 

the corporate bottom line 
He’s right, so if neutrality supporters were really concerned about freedom, they 
wouldn’t promote government-enforced conformity. Instead, individuals such 
as Vint Cerf, father of the Internet and now on Google’s payroll, and Vonage  
co-founder Jeff Pulver push for policies that will help their corporate bottom lines. 
The House of Representatives Commerce committee recently rejected such pleas, 
keeping the Net safe from red tape for the time being.
	 The debate over Net neutrality will continue for the foreseeable future as the facts 
continually get distorted and various star figures show up spouting ideas that don’t 
make sense. In a country that values free speech, this is par for the course, but that 
doesn’t mean consumers and lawmakers should allow themselves to be charmed.
	 “Net neutrality” is code for government intrusion in the marketplace—interfer-
ence that would harm freedom and diversity on the Net.

 



116//digital dialogue

Next-Generation Internet Not 
Guaranteed

 < June 23, 2006 >

As Congress draws closer to passing significant telecom-
munications reforms, it’s clear that a larger issue serves as a backdrop to the 
hot topics of net neutrality, cable franchise reform, and municipal Wi-Fi . That is, 
will the Internet be treated like telecommunications, or the other way around?
	 New technologies have caused a convergence in the communications sector so 
that the phone company can also be the cable company and vice versa. Indeed, an 
Internet company can also provide cable and phone services. eBay bought Skype, 
an 	 Internet phone company that offers free calling, Microsoft is moving into the 
Internet Protocol TV (IPTV) space, and Google offers voice services integrated with 
features like instant messaging. 

government’s role
All this activity is great news for consumers, as it increases choice and pushes down 
prices. There used to be a time when a long-distance call was something one had 
to be careful about because it was so expensive, but now most of us don’t give it a 
second thought. Cable is undergoing a similar change and, if things go right, prices 
will continue to drop for broadband even as speeds continue to increase.
	 Consider that prices for DSL service have lowered from an average of about $30 
to $40 just a couple of years ago to $17.95 today. But progress is not guaranteed and 
the hottest issues today—such as Net neutrality, cable franchise reform, and muni 
Wi-Fi—all come down to a key question: what is the proper role of government?
	 In the telecommunications space, the government traditionally assumed 
an enormous role—not only in arbitrating disputes, but also in setting prices, 
determining market entrants, and governing internal business procedures such as 
how many minutes are acceptable for a consumer to be on hold waiting for service. 
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That type of micromanagement was a disaster. Yes, the telecoms still made money 
for a period under that regime, but the loss of flexibility impaired future investment, 
harming consumers and stifling innovation. The Internet is a different story.
	 The government did have a role in initially creating the Internet, but after 
its creation, regulators took a “hands off” approach. This freedom has created 
gigantic benefits not only for Americans, but also for individuals all over the 
globe. Anyone who questions this reality should consider what products from 
a company like Microsoft or Google would have looked like if the government 
had tried to micromanage the marketplace as it did in the telecom space. Instead 
of the desktop computer, Americans could have been saddled with Minitel-type 
terminals like those the French government concocted. 

end of an era? 
There are two potential futures for communications technologies in America. If 
Congress and other lawmakers decide to treat the Internet like telecommunications 
by passing net neutrality regulations, disallowing the reform of barriers to entry in 
cable, and allowing for government-run muni Wi-Fi, then Netizens should brace 
for the worst. The Internet, as we know it, will be over. If government gets involved 
in making decisions that properly belong in the marketplace, the innovation and 
freedom that have come to be associated with the Net will fade away.
	 On the other hand, legislators can choose a more prudent course. They can 
refuse to micromanage the Net with neutrality regulations, pass cable franchise 
reform to allow freer entry by new competitors in the cable market, and discourage 
governments from unfairly competing with the private sector using tax dollars. Such 
actions will place America on a better path that reaffirms freedom and innovation. 
Entrepreneurs will be turned loose to create new technological wonders.
	 Congress is abuzz with telecom reform, and the players and issues are many. 
While it can seem complex to the outsider, ultimately the core issue is simple. If 
government substitutes its political decisions for those of consumers and businesses 
in the marketplace, the Internet will be frozen out of the future. If the government 
decides to regulate lightly, we will all get the next-gen Net that we want. With so 
much at stake, all Americans should be keeping a close watch on their legislators. 
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Why “Socialized” Broadband 
Won’t Work

< December 3, 2004 >

The issue of government-provided broadband was in the news 
again this week as Pennsylvania Governor Edward Rendell signed a bill restricting 
the ability of cities to offer telecommunications services. This was a good move 
for a number of reasons. 
	 At any level, government-provided broadband—what some call socialized 
communication—has always been a bad idea. The time has come for policy makers 
to drop it because governments do not operate the same way businesses do.
	 Governments get their capital from taxpayers who generally have little say. 
Businesses, on the other hand, have to prove to capital markets that they will produce 
a return on investments. This difference in incentives matters a great deal. Take the 
San Francisco government, for example.
	 In September, Mayor Gavin Newsom announced free wireless access in Union 
Square in order to attract more tourists. While it’s unclear how much time the 
mayor spends in Union Square, most people go there to shop, not to sit around in 
the less-than-balmy San Francisco weather checking their e-mail. 

getting the market right 
If there were serious demand for wireless in the exact location of Union Square, 
businesses would provide it. As it turns out, however, most people would rather 
sit in a warm Starbucks store where the lattes flow. T-Mobile’s hotspots are well 
used by locals and tourists alike, and according to a recent survey by computer-chip 
maker Intel, the San Francisco area is the most “unwired place in America.”
	 “The San Francisco Bay Area Metropolitan Statistical Area (MSA) is the number 
one market for wireless Internet accessibility in the United States. From Fisherman’s 
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Wharf in San Francisco to San Jose’s San Pedro Square to Oakland’s Jack London 
Square, Bay Area residents have greater freedom to communicate, be productive, 
and be entertained with notebooks, PCs, and wireless Internet connections,” says 
Intel’s April 2004 press release.
	 Further, FCC data show that when all San Francisco zip codes are taken together, 
the number of high-speed Internet providers (DSL, cable modem, wireless, satellite, 
fiber) offering broadband service to at least one customer is around twelve. When 
one examines the zip codes of poorer neighborhoods, like the Bayview District, 
Hunters Point, and Western Addition, the data show they are serviced by the same 
number as the city average. 

maintaining quality 
By all accounts, the private sector is doing a good job of servicing San Franciscans, 
making one wonder why Mayor Newsom announced in October that he’d like to 
see the city offer wireless in even more locations. He may believe this high-profile 
issue will put him in the spotlight, but he should realize his policy of free access 
would hurt the city’s progress.
	 If a competitive broadband provider started offering wireless access for free, 
there would likely be calls to stop what some would call the practice of predatory 
pricing. But when government tries to undercut business with taxpayer dollars, 
those would-be critics stay silent. Perhaps that’s because it hasn’t quite sunk in that 
when government crowds out business using taxpayer funds, it results in a decline 
in service, convenience, quality, and innovation.
	 Again, looking at the sorry example of San Francisco, one can see immediately 
that governments tend to make infrastructure decisions based on politics, not on 
the basis of providing the best service possible. Water and sewer systems, govern-
ment buildings, and recreational areas all suffer from the fact that it’s easy for po-
litical leadership to ignore problems that might not be apparent for years. Indeed, 
by some estimates, San Francisco has deferred $1.4 billion worth of maintenance 
over the last twenty years. 

in the hole 
Data services problems would become apparent faster than the realization that build-
ings are deteriorating, but nevertheless the city’s poor stewardship would eventually 
sully San Francisco’s reputation as a place on the cutting edge of technology. And it 
gets worse. As Californians and others around the country know all too well, gov-
ernments have trouble balancing their budgets. 
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	 In order to make up for massive government overspending, Mayor Newsom 
has said that he’ll have to lay off two hundred city employees, shut down recreation 
centers one day a week, pare back health-clinic hours, trim pothole-repair and 
street-sweeping crews, and either cut bus routes or raise fares. And even with these 
cuts, city officials anticipate starting the next fiscal year $135 million in the hole. 
	 This is not the profile of a city that should get into the broadband business. If it 
did, residents would be buried deeper in debt under a poorly run system.
	 Pennsylvania lawmakers were wise to move toward forcing cities out of 
the broadband business, but some areas still like the “socialized” concept. For 
the welfare of consumers, policy makers should say no to such outdated and 
wrong-headed ideas. 
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Information Wants To Be Free

< February 4, 2005 >

This year will see many important battles in the communica-
tions industry, one of which is currently playing out in the Virginia state legislature. 
On one side are cable companies and on the other telecommunications firms, but 
both sides should realize they have a common goal. If they do, and work together, 
everyone will benefit, including consumers. The immediate controversy involves 
municipal franchise fees. 
	 Cable companies pay the fees, but telco companies don’t. This didn’t matter 
much in the old days, but now players like Verizon and SBC have announced they 
are rolling out cable services over broadband. 

messy debate 
Predictably, the question has now arisen whether telecom companies should have 
to pay franchise fees as well. And, if so, how should the process be streamlined so 
providers don’t have to negotiate with thousands of city governments in order to 
roll out service on what is essentially an international network?
	 Virginia House Bill 2534, backed by Verizon and introduced by Republican Ri-
ley Ingram, would consolidate the patchwork of local cable franchise laws and regu-
latory authority to the state level and streamline entry into the video cable market. 
The bill would also simplify franchise renewals, as well as franchise fee payments to 
municipalities by cable providers. And while Verizon is backing the bill, they have 
also said that they don’t think they should have to pay franchise fees in the first 
place, making cable companies panic and threaten to litigate.
	 Of course, the entire debate gets messier when one considers that cable companies 
have entered the telephone market, offering Internet telephony that competes with 
the telcos. Those in the telecom industry will quickly point out that cable isn’t 
subject to nasty telecom regulations that burden the sector, such as forced property 
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sharing and endless battles at price-control hearings. Indeed, the communications 
industry is converging. 

parity among platforms 
The cable company can now be the phone company, and the phone company 
can be the cable company. But when each are subject to different rules, the 
competitive landscape is distorted. In order for consumers and communities 
to best benefit from the competitive forces in the marketplace, there needs to  
be parity among the different platforms. What Virginia decides will set an 
important precedent. 
	 The best outcome for consumers and the economy would be for a complete 
eradication of franchise fees. After all, the fees were put in place when regulators 
were concerned with monopoly power, and things are different now. America’s 
communications industry is such an important part of the economy that regulators 
should unleash their iron grip and allow the sector to take flight.
	 Cable and telecom companies should band together to put pressure on 
lawmakers to achieve a freer outcome, and they could even add satellite companies 
as a partner in this effort. That’s because Virginia is also considering legislation to 
tax all communications providers at the same rate, a decrease in taxes on telecom 
and an increase on satellite service providers. Why these communications should be 
taxed in the first place is anyone’s guess. 

system overhaul 
The telecom excise tax was originally put in place to fund the Spanish-American war. 
That war is over, and besides, America is supposed to be a country that supports 
free speech. Right now, the combined state and local tax rate for wireline telecom 
services averages 14 percent and can be as high as 30 percent. Verizon’s Executive 
Vice President Tom Tauke points out that that puts communications services in the 
“sin tax bracket, along with alcohol and tobacco.”
	 One can understand when taxes are so high that the telecom companies would 
salivate over lowering to a flat rate of five percent, but this is a vital year for telecom 
reform, and the time is right to question why the services are taxed at all. Yes, cities 
and states around the country are at peak levels of debt, but much of that problem 
comes from mismanagement and overspending.
	 The digital revolution has forced big companies like Comcast, SBC, and others 
to change their business plans, so it only makes sense that governments now do the 
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same. Taxing communications puts our future and standard of living at risk. This 
is one fight where all the communications providers should come together and 
tell Virginia, and the rest of the country, that the time has come to let information 
be free. 
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Just Say “No” to DMV-ization 
of Broadband

< August 19, 2005 >

San Francisco Mayor Gavin Newsom asked for public feedback this 
week on a plan to create a citywide, free wireless network. The response should 
be a no-brainer, especially in a city dubbed the number one wireless market in 
the United States. 
	 Getting high-speed access in San Francisco is not a problem. According to the 
Federal Communications Commission, when all San Francisco zip codes are taken 
together, the number of high-speed Internet providers (DSL, cable modem, wire-
less, satellite, fiber) offering broadband service to at least one customer is around 
twelve. The same number, the data show, applies to poorer neighborhoods, like 
the Bayview District, Hunters Point, and Western Addition.

look at the evidence
Fees for broadband have been dropping at an amazing rate. DSL service used to 
cost around $50, but now one can buy SBC’s DSL for $14.95. Strangely, these facts 
don’t seem to resonate with local government bureaucrats. Instead, they think that 
residents of San Francisco should have “nomadic” wireless broadband access and 
they should have it now. This impatience could carry a heavy price for taxpayers 
and consumers.
	 Municipal broadband networks are costly, risky to build, and difficult to main-
tain. And San Francisco, like so many other cities, is in no position to lead the way. 
Indeed, the city faced a projected $59-million budget shortfall this year, but dodged 
it by raising parking fines for locals and fees for public services.
	 If city hall can barely afford to provide residents the critical services that matter 
most, such as police, fire protection, and public transportation, why would anyone 
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think it will be able to maintain a high-quality, cutting-edge broadband network? 
Those who agree with the mayor should consider the many examples of city broad-
band plans gone wrong.
	 Tacoma, Washington; Marietta, Georgia; Kutztown, Pennsylvania; Ashland, 
Oregon; Bristol, Virginia; Trion, Georgia; and Cedar Falls, Iowa, are just a few of 
the examples of city broadband failures. And the price tag for these mistakes is either 
a tax increase to cover the costs or service cuts in other areas.

wi-fi over-hyped?
In Tacoma, for example, the city’s utility ran a $23-million operational deficit in 
2001–2002, on top of $16 million in operating deficits that accumulated over past 
years. Such a dire situation would lead a private corporation into bankruptcy, but 
Tacoma avoided this scenario by making residents pay for the mismanagement. 
Unfortunately, these examples don’t seem to bother Mayor Newsom and his staff.
	 Showing his commitment to the current Wi-Fi craze, Mayor Newsom said, “We 
either are going to find a partner or we’re going to write a big check.” That’s quite 
the attitude, and some wireless experts in Silicon Valley wonder why the mayor is 
pushing so hard.
	 “Wi-Fi is over-hyped,” said venture capitalist Richard Ling. Indeed, there’s a 
whole history of technologies and products that have been over-sold—recall the 
Internet bubble—only to fall flat on their faces before really making a difference.
	 Before San Francisco officials make a huge mistake, they should open their 
minds and look to the future. Recent changes to telecommunications regulations, 
combined with innovations happening at mind-blowing speeds, mean that the 
broadband market is only at the beginning. If the city actually does go ahead with a 
so-called free Wi-Fi plan, by the time it rolls it out, it will be obsolete.
	 The DMV-ization of broadband is something San Francisco can do without, 
especially if it increases taxes and makes it harder for the private sector to inno-
vate. The city should dump the Wi-Fi plans and cooperate with the private sector 
through rights-of-way and other issues when the market is truly ready to provide 
“nomadic” access. That way, San Francisco can maintain its status as the nation’s 
wireless leader. 

 



130//digital dialogue

Beware the Legacy Cable Guy

< November 18, 2005 >

In a move that makes Jim Carrey’s character in The Cable 
Guy look angelic, the California Cable and Telecommunications Association 
(CCTA) recently circulated a letter to Sacramento lawmakers in an attempt to scare 
them into protecting cable’s dominant video-market position. 
	 It’s now easy for cable companies and others that offer high-speed Internet 
services to get into the voice market, but it’s hard for telephone companies to enter 
the video market. The ease of entry into voice is due to a technology called Voice 
over Internet Protocol (VoIP), which allows for low-cost telephone calls over the 
Internet. The invention and spread of this technology slashed consumer telephone 
bills and sliced a good portion of revenue from telecom companies. 

removing the roadblocks 
With the convergence of multiple communications technologies, everyone is 
expecting a similar scenario in the video market, but it’s not happening as quickly. 
That’s because the change relies not on technological advances, but on government 
taking down roadblocks like cable franchise rules. And there’s a big lobby that 
doesn’t want to see competition happen.
	 The CCTA’s November 9 letter begins by stating, “The Bell telephone 
companies are beginning to aggressively offer local video services in California 
and around the nation.”
	 True enough, and that should be good for consumers, right?
	 According to the CCTA, there “could be serious negative impacts” to new 
competition and CCTA President Dennis Mangers asks letter recipients “to 
oppose such efforts before it is too late.” The impending crisis is clearly that 
the cable guys don’t want any additional competition. Of course they don’t 
advertise it that way.
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	 Instead, the CCTA makes a weak double-speak argument that the telephone 
companies should not be allowed to compete because they might not do it right. 
That is, the cable guys are worried that the telcos might not compete in every single 
jurisdiction, and if they don’t do that, well, the sky is obviously going to fall. 

have some faith 
This blatant plea for government help in staving off competitors should be rejected 
as quickly as a Nigerian spam scam. Competition is always good for consumers, and 
in some of the few areas where the Bells have managed to overcome outdated cable 
franchise laws, the results are astounding.
	 Keller, Texas, is one example. A few months ago, Verizon introduced its FiOS 
TV service in Keller, offering 180 video and music channels for $43.95 a month, or 
a 35-channel plan for $12.95 a month. It also offers three tiers of fast Internet access 
over fiber for $34.95 to $199.95. In response, the local cable company, Charter 
Communications, dropped its prices, offering a package of 240 channels and fast 
Internet service for $50 a month. That’s a big savings for the people of Keller, 
compared to the $68.99 Charter once charged for a TV package alone.
	 Market forces should be working like this all over the country to bring benefits 
to consumers. Unfortunately, vested interests like cable companies and local 
governments, who have controlled and taxed the market for years, are doing 
everything they can to stand in the way. 

all in fairness 
California legislators should see cable franchise reform as a fairness issue. The telcos 
had no one protecting them from the sudden onslaught of competition in voice 
from the cable industry, so it’s really not fair that the cable guys get a better deal. 
Ultimately, legislators are in Sacramento to represent Californians, and they deserve 
more competition in the communications arena.
	 One Democratic policy maker in Sacramento recently lamented that it’s diffi-
cult to change the rules. “We know it has to be done, but we need to know how,” 
he said.
	 The Cable Guy will face competition, but the question is when. Legislators 
should not make Californians wait much longer for government to come through 
with help. Taking away power and money from local bureaucrats and their paymas-
ters can be a tough slog, but it must be done — and the faster, the better. 
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 E-voting machines, or direct recording electronic 
(DRE) devices, are replacing the old voting methods that relied on levers 
and punch-card ballots. The latest machines promise to reduce voter error, give 
blind and disabled voters greater access to polls, and increase public confidence in 
the electoral system. However, computer security buffs and conspiracy theorists 
threaten to undermine e-voting by advocating costly and unnecessary paper-trail 
systems. Legislators should realize that these fears are unrealistic and refuse to turn 
back the clock to the days of paper ballots. 
	 Though critics of DREs fret over machine error and fraud, studies have shown 
that e-voting is safer and more efficient than traditional voting methods. In contrast 
to the paper record, which could in past elections be corrupted by unscrupulous 
poll workers, the e-voting record is difficult to tamper with and less subject to 

E-Voting

>>>>>

134//digital dialogue



low-level fraud. With inspectors checking e-voting software for bugs and elections 
officials working to ensure machines are hacker-proof, there is little danger that 
high-tech malefactors will be able to rig the results of an election. 
	 In several states, legislators have required that e-voting machines print a string 
of paper receipts, known as a voter-verified paper trail (VVPT), and in some, legisla-
tors have made the VVPT the official vote record in the event of a recount. However, 
these requirements are short-sighted, given that voter confidence in e-voting is high 
and paper trails are costly and prone to breakdowns. 
	 Legislators should resist calls by Luddites and conspiracy theorists to choke  
e-voting with even more paper. By sowing unrealistic fears about e-voting, critics 
threaten to burden the public with a paper-based voting system that is less reliable, 
more expensive, and subject to greater levels of tampering and fraud. 
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Voting in a Digital Age

< November 5, 2004 >

In this year’s election, around 40 million people cast 
their votes digitally instead of by paper. For many, this was a relief because it meant 
avoiding discussions over hanging chads. But some computer experts warn of grave 
problems with electronic voting, making one wonder if technology makes voting 
better or worse.
	 The potential problems with digital voting run the gamut from reliability issues 
and software bugs to hacking and easy election tampering. For instance, during this 
election, there have been a small number of complaints that voting machines were 
actually changing the candidates voters chose without their consent.
	 “We’re getting a number of cases where people are calling saying their votes got 
changed on the review screen. That’s been the primary machine issue that’s going 
on,” said Matthew Zimmerman, an attorney with the Electronic Frontier Foundation. 

securing the e-vote 
One way to make digital systems more reliable is to add a paper backup so that 
voters can compare their paper printout to the way they actually voted. They can 
then place the printout in a box and it can be re-counted if there are any failures or 
questions. But some states, like Maryland, have rejected paper backups, and other 
states, like Nevada, are using them but facing paper jams and other issues.
	 Many smart computer scientists have devoted their time to thinking about the 
problems arising from new voting technologies, giving one hope that the problems 
will be solved in the not-so-distant future. And while technical glitches have led 
some to call for a return to paper ballots, the truth is that voter fraud, miscounting 
of ballots, and other issues have been around as long as the vote.
	 Stories of bags of ballots floating in the river are commonplace, and no matter 
what the system, human error is hard to avoid. For instance, in the last presiden-
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tial election, because of human error, one optical scanning system actually deleted 
votes for Al Gore, giving him minus 16,022 votes. Apparently, someone uploaded 
a faulty memory card to the county server after workers had already uploaded the 
real precinct results from another card. But while technology creates some unique 
issues, it also has benefits.
	 Consider the way that voters might use technology to inform their voting deci-
sions. Most people don’t have the time to educate themselves about every issue and 
every political race. In the past, they relied on things like party affiliation, endorse-
ments, or prominent people siding for or against an issue. 

voter information 
With the advent of the Internet, it is possible for trusted interest groups to efficiently 
and cheaply collect and distribute information to individuals about who and what 
they should vote for. Let’s look farther into the future, to a day where Americans 
vote from home. It could be possible for groups, such as the American Civil Liber-
ties Union or the National Rifle Association, to simply let users download a small 
program that places their recommended votes into an electronic ballot form that can 
then be reviewed by voters.
	 With all the potential problems that could surface with digital voting, there are 
even more that could occur with digital recommendations. But the efficiency gains 
in both systems are worth striving toward. Consider that in this election and others 
since the late 1990s, people voting by absentee ballot have had an advantage over 
others in that, as they were voting, they could look up any candidates or issues they 
didn’t recognize on the Internet. Democracy might very well be enhanced if every-
one had that option by virtue of the process.
	 In this election, there were a lot of things that could have gone wrong, but in 
the end people for the most part were able to manage technology. There were no 
huge digital breakdowns, indicating that while there are potential problems with 
digital voting systems, America seems to be working out the kinks.
	 If technology makes it easier to gather and distribute information while protect-
ing against security breaches, technology is a boon. However, technology is only 
as good as the humans that implement and use it. Whether technology ultimately 
makes voting better or worse depends on the people themselves. 
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In Praise of E-Voting Machines

< July 8, 2005 >

Last week, the Carter–Baker Commission on Federal 
Election Reform held hearings in Houston to discuss fixing the nation’s 
voting system. New technologies help make most businesses more effective and 
efficient, so it only makes sense to upgrade America’s ballot box as well. 
	 E-voting machines, often referred to as direct recording electronic (DRE) 
machines, use touch screens and other high-tech devices to make voting simpler, 
easier, and more accessible. But while the machines have many benefits, particularly 
when it comes to access for the blind and disabled, they are dogged by both realistic 
and unrealistic fears. 

no need for paper 
American Enterprise Institute resident scholar Norman Ornstein asked the Carter 
Commission to consider e-voting security and whether a paper trail of votes should 
be required. He’s not alone in this idea, but paper trails are perhaps less useful as a 
backup device than as a psychological aid for those who fear going totally digital. 
Those who are worried should understand that there are ways to allow for non-
paper verification and recounts, such as through electronic and audio verification.
	 Indeed, in a paper-audio comparison study conducted by the Caltech/MIT 
Voting Technology Project, researchers found audio verification systems far more 
effective at helping voters catch ballot errors than a paper printout. But backups are 
not where the fears end. Some observers worry that the software code that runs the 
machines will be hacked or tampered with in order to steal an election.
	 As it stands now, in using paper to vote, all one has to do to tamper with an 
election is toss a bag of ballots in the ocean. It has happened many times, and elec-
tion fraud is a serious problem. E-voting machines are a good solution as average 
poll workers are unlikely to know how to hack into or recode the voting machines.  
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As for the claim that the makers of the machines themselves might try to fix the elec-
tion, there’s a way to deal with that, too. 

routine inspections 
Without compromising important intellectual property protections, state and 
national election officials should require DRE vendors to routinely allow their 
proprietary software code to be examined for flaws and potential weaknesses. 
A number of DRE vendors have already submitted their codes for analysis, and 
should continue to do so on a regular basis. In addition, “parallel monitoring,” or 
randomized election-day testing of e-voting machines, should be made by state 
election officials to maintain system reliability and bolster voter confidence. On top 
of these safety checks is also a market test.
	 With a competitive DRE vendor industry, election officials can open a bidding 
process to take into account voter concerns for future purchases. Election officials 
and activists can track the outcomes of different vendor machines over time, com-
pare their performance, and select those that best fit their county’s needs.
	 These checks and balances won’t satisfy the Luddites or conspiracy theorists, 
but most Americans are embracing the technology. A 2004 Winston Group survey 
found that seven out of 10 voters were not concerned with the security of e-voting 
equipment, and that an overwhelming majority of voters who have used e-voting 
systems agreed that DRE devices are helpful in reducing electoral maladies, such as 
accidental over-voting or under-voting.
	 Fears that the machines will cause problems help to ensure proper precautions, 
but these fears can be overblown. Unlike paper ballots, in the history of DREs, no 
one has found any evidence of the machines being used for fraudulent purposes.
	 Most businesses and government departments have upgraded their systems us-
ing new technology, so it only makes sense to update America’s voting process as 
well. That will make for increased efficiency, accuracy, and accessibility. In the long 
run, the entire country will benefit. 
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Don’t Strangle E-Voting 
With Paper

< January 6, 2006 >

Governor Arnold Schwarzenegger’s State of the State ad-
dress this week reminded California voters that in ten months they’ll be casting 
ballots again, many using electronic voting devices. While popular, e-voting is at 
risk of being stymied by nervous Nellies and the anti-property lobby.
	 One frequently cited concern with e-voting machines, otherwise known as 
direct recording electronic (DRE) machines, is reliability. The question of stability 
and backups becomes an issue every time an industry is on the verge of switching 
from paper to electronics. 

improving the system 
Computers are known to crash and data sometimes get lost, but more often than 
not, computers function properly and data are backed up electronically. Data can 
also be retrieved, even after they have been purposely deleted, much to the chagrin 
of some criminals. Concerns about making computers reliable are valid, but deploy-
ing that fear to block the use of e-voting machines, as some activists have attempted 
to do, is wrong. An MIT study by political scientist Charles Stewart showcased the 
proper way to frame the issue.
	 The study, which examined the use of e-voting machines in Georgia, asked 
whether the machines performed better than the collection of older voting tech-
nologies the state used before. The answer was yes, because the machines decreased 
the number of “lost” votes and increased the power of democracy. By looking to 
see whether e-voting machines were better than old technology, not whether they 
were perfect, Professor Stewart’s research helps those truly wishing to improve the 
nation’s electoral system—but not everyone sees it that way.
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	 In California and other states, the march to make e-voting machines perfect 
using legislative dictates is in vogue. For instance, even after California passed a 
law to force all e-voting machines to have a voter-verified paper audit trail, the 
Honorable Debra Bowen introduced yet more legislation for paper. At this rate, one 
might expect to find a paper-covered computer in the voting booth. 

outdated methods 
Bowen’s legislation increased the state’s commitment to slow, old, and inefficient 
paper voting methods by specifying that “manual recounts of votes” requires that 
“the paper record copies or the voter verified paper audit trail of the electronically 
recorded vote are counted manually.” In a press release on this issue, she echoed 
worn out anti-property rhetoric that will ring strange to freedom-loving Californians 
considering her run for Secretary of State.
	 Bowen argues that California shouldn’t rely on proprietary software to count 
ballots. “If we want to ensure we have voting systems that are reliable and secure—
and that voters have confidence in—we need to be moving toward an open source 
software structure,” she says. This argument is a red herring, probably designed to 
distance her from current Secretary of State Bruce McPherson. 

matters of trust 
Just because open source software is out in the open, doesn’t mean it is secure, 
and just because proprietary software doesn’t openly spill its code, doesn’t mean 
it is flawed. Both types of software should compete, and government tests of pro-
prietary code before use make a lot of sense. The assertion that voters don’t trust 
e-voting machines is also wrong.
	 According to a 2004 Winston Group survey, voters using e-voting machines 
are just as likely to trust their voting technology as voters using lever machines 
and optical scanners. The survey further revealed that seven out of 10 voters were 
not concerned with the security of e-voting equipment, and that an overwhelm-
ing majority of voters who have used e-voting systems agreed that DRE devices are 
helpful in reducing electoral maladies, such as accidental over- or under-voting. 
In short, e-voting is pretty popular, but sure to touch off discussion as the next 
election day draws near.
	 The question is not whether e-voting systems are perfect but whether they 
are better than old methods that all too often ended with bags of ballots floating 
in rivers and oceans. For democracy to prosper, voters should heed the voices of 
reason and reject the nervous Nellies, Luddites, and anti-property activists.
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